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Supplemental FigureS1: X, 8, and y




Parameters: Number individuals m, sites n, and iterations iter.

Input: A matrix S = 3; ; holding observed methylation levels for on all sites i € [n] and for each individual j € [m].
Output: t1,...,tm

Steps:

1. Initialization: Initialize t1,..., ¢, to random age values and isFail = FALSE. Let X be the mn x 2n matrix
associated with ¢;s as specified in Figure Let y be a mn-dimension vector holding the entries of S from top
down, left to right (i.e. yim+; < 8i,5)

2. For iter iterations do:

(a) Site step: Solve the linear regression problem on input (X, y), denote the solution by the length 2n vector
B=(r1,...,7n,sY,...8%) (cf. Figure
(b) Time step: For each j € [m], calculate

>oiri(8i; — )

tj =
2
iTi

unless the denominator is zero in which case we set ¢; to an arbitrary value and set isFail = TRUE.
3. If isFail = FALSE return (ti,...,tm) (else return L).

Supplemental Figure S2: EPM Algorithm on cleartext data




m and n are the number of individuals and methylation sites respectively.

— 8;,5 is the observed methylation at individual j and site <.

- 7= (t1,...,tm) are the e-ages as updated throughout the computation, where each ¢; is represented as a pair
(tnum,j; tdenom) Of its numerator and denominator (initialize to (tnum,j, tdenom) = (t;,1)).

Y and @ (for k € [m]) are defined by:

w(tnum,ky tdenom) = (_m . tnum,k: + Z tnum,j) * Tdenom (2)
j<m
¢(tnum,k) = toum,k Z hum,j — Z taum,j (3)
j<m j<m

The n X nm-dimensional matrices U, L and nm-dimensional vector Y are defined by:

W1 Ym0 0

. 0 -+ 0 4Py - Py O -ov vn 0
U(tnum7tdenom) = : . (4)

0 0 Y1 - Ym

¢(t1) ¢(tm) 0 0

. 0 -« 0 ¢(tr) - dtm)0 - --- 0
L(toum) = | . : (5)

0 0¢(t1) ¢(tm)

Y = (810, 81m, 82053 8%.my oo Bnds e e e Sy ) (6)

— MatVecMult is the function that given a matrix and a vector (of matching dimensions) returns their product.
— 7 =(r1,...,rn) and s° = (s¥,...,s2) are sites’ rates and methylation at birth values, respectively, as computed

throughout the EPM algorithm; and +’, s’° their scaling by the factor A~* defined by:

2

A_l(tn::) = Z tnum,j —m Z tﬁ'—'m»j (7)

j<m j<m

— The e-age are updated (in each time step) according to the following formulae:

toum (A7 78", (B0g)icm) = D7 (A_léi’j - s/?) ®
i<n
= 2
tdenom(r ) = T (9)
i<n

Supplemental Figure S3: Notations summary: inputs, variables, and functions to be homomorphi-
cally evaluated in our protocol.



Input: Positive integers m,n, iter, £ (the parameters of the EPM functionality).
Output: A positive integer Ny (a lower bound on the plaintext modulus N for the privacy preserving EPM protocol)
Steps:

1. Initialize: & < 1, o < 10°, 7 < 100 - 10°
2. For iter iterations do:
(a) No —n-6m*-r2.0% «
(b) T < N()
(c) a+n-4m* 72.0%. a2
3. No <+ Np-2
4. Return Ny

Supplemental FigureS4: Algorithm for finding a lower bound of the plaintext modulus. For sim-
plicity we assume that the upper age bound is 100 and methylation values are in range of (0,

1).



Parties: Data Owners DOy, ...DO,,, Machine Learning Server MLE and Crypto Service Provider CSP.

Common Parameters: the number of data owners/individuals m and methylation sites n, the precision ¢, the num-
ber of iterations iter, a fully homomorphic encryption scheme £ = (KeyGen, Enc, Dec, Eval), and a security parameter
A. Let N be an integer s.t. N > No, where computations are in the ring Zx of integers modulo the N (unless explicitly
stated otherwise).

Input: Each DO; holds methylation values (3; ;)i € (0,1)™ (MLE and CSP have no input).

Output: Predicted epigenetic ages t1,...,tm

I. Pre-processing phase (key generation and data upload):

1. Setup: The CSP executes (pk, sk) < KeyGen(1*, N) and publishes the public key pk.
2. Data upload: Each DO; rounds her input to ¢ decimal digits, encrypts the rounded values with the public key
pk, and sends the ciphertexts to the MLE.

II. Secure computing Phase: MLE, upon receiving ciphertexts §; ; for the methylation values §;; (i € [n],j € [m]),
initializes the e-ages t; to uniformly random in [0, 7] where 7 (for 7 as set in Figure [S4)
represented as a numerator and denominator pair (tnum,;, tdenom) = (¢;, 1), and does the following:

1. For iter iterations do:

(a) Site step: Homomorphically solve the linear system of the EPM site step (Figure Step as follows:
i. Implicitly construct U, L and Y by homomorphically computing:

’l,[}k < EVaI(pk,’lp;tnum,k,tdenom)
¢y, < Eval(pk, ¢; taum k)

and using (§i1j)i6[n]’j6[m]7 respectively. We remark that ¢t,um is in cleartext form at the 1st iteration, and
in encrypted form in subsequent ones.
ii. Homomorphically compute ciphertexts encrypting the numerator of the linear system’s solution:

r’ < Eval(pk, MatVecMult; U, Y)
9 + Eval(pk, MatVecMult; L, Y))
and the corresponding denominator: A~ < Eval(pk, A™"; toum).

(b) Time step: Homomorphically update the e-ages t; (cf. Figure Step by computing their updated
numerators and denominator:

toum,; < Eval(pk, toum; A™ 5,77, 8" ,(8i,5)icin)) VJ € [m]

tdenom <~ Eval(pka tdenom; 71/)

2. Publish the ciphertexts for the updated e-ages: tnum,1, - - -, thum,m and tgenom-

II1. Post processing phase: The CSP decrypts to obtain tnum,; < Dec(sk,tnum,;), for all 7 € [m], and tdenom
Dec(sk, tdenom ), and publish the cleartext e-ages’ numerators and denominator (¢ num,tdenom). These values represent
the e-ages: ¢ + 2ml 4« where division is over the reals (output L, if tgenom = 0).

thum,m

tdenom

tdenom

Supplemental Figure S5: Our Secure EPM Protocol. See Supplemental Figure [S3| E for the definition
of the functions A~1, 1, ¢, MatVecMult, tnum, tdenom, Mmatrices U, L, vector Y, and the bounds 7 and

Np. Clphertexts are denoted in Boldface ie., thums AL tdenom, U, LY, r and 3’0 decrypt to

toum, A~ tden0m7 ULY, 1" and s’0 respectively. We note that A~ denotes both a function and its
output A7 (F num).-



Parties: Data-Owners DOq, ..., DO, a Machine Learning Engine (MLE), and a Crypto Service Provider (CSP).

Common Parameters: The number of individuals m; the sites s1,...,sn; the precision £, where all values in R
are scaled to [—4, 8] with a precision of ¢ digit; number of iterations iter. Denote by N the smallest sufficiently larger
integer as to guarantee that no overflow occurs during the computation, i.e., we require that N > Ny for Ny as
specified in Figure [S4]

Input: Each data owner j holds observed methylation levels 51 ;,..., 8n ;.

Output: All parties receive as output the epigenetic age estimation t1,...,%, that are the output of the EPM
algorithm (Figure when executed on input (3;,;)ien],je[m] for iter iterations.
Leakage Profile: The common parameters and the outputted epigenetic ages t; provided in the following representa-

tion. Each t; is represented as a pair of integers whose ratio equals ¢;, concretely, by the numerator and denominator
computed in the Time Step at the final iteration of the EPM algorithm of Figure [52]

Supplemental Figure S6: EPM Functionality, simplified to reveal the output

I. Data preparation for N individuals:

1. Rates (r) and methylation at birth (s°): We define 7min, Pmaz, Smins Smaz t0 be the minimum and maximum
rate and s° values derived by our cleartext algorithm as part of the empirical evaluation results on real data.
For each methylation site ¢ uniformly sample r; € [Fmin, T'maz] and s € [s2,;., 59 ae)

2. Ages: We sample T as a uniformly generated list of chronological age values where for each t; € T it holds that
0<t; <99

3. Noise value: We sample &; ; ~ N(0,0?) as a normally distributed noise value where o = 0.15 as used in |Snir
et al.) 2016|

4. Methylation values: We compute §;; as the methylation value for individual j at site ¢ derived using the
formula §;; = s+ rits + &;:,; as detailed in [Snir| [2020] using the age, rate, methylation at birth and noise values
described above.

5. Ground truth epigenetic age values: We compute our ground truth epigenetic ages Ty; by running the EPM
site step using the above methylation and age values as inputs.

6. Dataset construction: The chronological ages (T'), methylation values (§;;) and ground truth epigenetic ages
(T4¢) from above will serve as input to the next stage.

II. Simulation: Defining N as the total number of individuals in our synthetic dataset, run the following steps for
the simulation:

1. Set n « 50
2. Repeat while n < N
(a) Derive a subset of n individuals and their methylation values from the full dataset, starting from the first
individual.
(b) Run the cleartext EPM algorithm as defined in [S2| using the derived dataset for 3 iterations.
(¢) Let Tpredictea be the predicted ages outputted by the EPM algorithm.
CalCUIate RSS = ngso(tpredictedj - tgt]-)2 where tp'redictedj S Tpredicted and tgtj S Tgt
(d) Add the calculated RSS to RSS _List
(e) n <+ n+50
3. return RSS_List

Supplemental Figure S7: synthetic data generation and simulation
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Supplemental Figure S8: RSS vs number of individuals in the dataset. RSS measurement is for the
first 50 individuals.
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