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Polygenic Risk Scores (PRSs) estimate the likelihood of individuals to develop complex diseases based on their

genetic variations. While their use in clinical practice and direct-to-consumer genetic testing is growing, the

privacy implications of public PRS sharing are often underestimated. In this work, we demonstrate that PRSs

can be exploited to recover genotypes and to de-anonymize individuals. We describe how to reconstruct a

portion of an individual’s genome from a single PRS value by using dynamic programming and population-

based likelihood estimation, which we experimentally demonstrate on PRS panels of up to 50 variants. We

highlight the risks of combining multiple, even larger-panel PRSs to improve genotype-recovery accuracy,

which can enable the re-identification of individuals or their relatives in genomic databases or the prediction

of additional health risks, not originally associated with the disclosed PRSs. We then develop an analytical

framework to assess the privacy risk of releasing individual PRS values and provide a potential solution for

sharing PRS models without decreasing their utility.

A polygenic risk score (PRS) is a predictive measure that
quantifies an individual’s genetic susceptibility to complex
traits, based on the cumulative effect of their inherited ge-
netic variants. PRSs have demonstrated robust predictive
performance across a wide range of complex diseases (Khera
et al. 2018; Allegrini et al. 2019), including successful ap-
plications in clinical cohorts (Hsu et al. 2015; Mavaddat
et al. 2019; Seibert et al. 2018; Desikan et al. 2017; Wray
et al. 2018; Musliner et al. 2019). Their utility for risk strat-
ification has spurred discussions about integrating PRS-
based assessments into routine healthcare (Mavaddat et al.
2019; Khera et al. 2017; Torkamani et al. 2018). Lead-
ing direct-to-consumer genetic testing companies, such as
23andMe (23andMe 2024) and Nebula Genomics (Nebula
Genomics 2024), already employ PRSs to provide consumers
with personalized trait risk estimates. The use of PRSs in
therapeutic decision-making, disease screening, and per-
sonalized life planning is anticipated to significantly expand

in the coming years (Torkamani et al. 2018).

While ethical and policy debates on the commercial use of
PRSs are beginning to take shape (Meyer et al. 2024; Yanes
et al. 2024), the privacy implications of sharing individual
scores remain largely unexplored. PRSs can be viewed as
summary-level data because a single value is assumed to
lack sufficient granularity to disclose any additional infor-
mation beyond the assessed trait’s risk. Some genetic asso-
ciation studies publicly release individual PRSs (Ibanez et al.
2017; Kloeve-Mogensen et al. 2021; Thompson et al. 2022),
and customers of direct-to-consumer genetic testing com-
panies share their scores on online forums to seek health ad-
vice (ApoE4.Info 2023; Reddit 2021b,a). PRSs are, however,
derived from genetic data, which have long been regarded
as highly sensitive (Lin et al. 2004), due to their potential to
re-identify individuals (Jacobs et al. 2009; Pakstis et al. 2010;
Gymrek et al. 2013; Erlich et al. 2018) or to reveal their health
status (Nyholt et al. 2009; Wang et al. 2009). As the use of
PRSs becomes integrated into clinical practice and research,
it is essential to understand the privacy implications associ-

ated with sharing this information.
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In this study, we present the first investigation into the
potential leakage of sensitive genetic information through
PRSs and evaluate scenarios in which this poses privacy
risks. By framing genotype recovery from PRS values as
a subset-sum problem, we have developed an efficient
dynamic-programming algorithm that uses basic popula-
tion genetic statistics to accurately infer the underlying
genotypes from PRS values. We find that the risk of disclos-
ing patient-level PRS values depends on the parameters of
PRS models, specifically the number of loci and the preci-
sion of the effect weights, and that models with up to 80 vari-
ants are vulnerable to genotype recovery in practice. While
PRS models may incorporate thousands of variants, models
with fewer than a hundred variants remain common (Gib-
son et al. 2024; Xu et al. 2024; Marston et al. 2025; Saklatvala
et al. 2026) due to their direct biological interpretability and

lower cost of clinical implementation.

We first analyze 4,723 PRS models published in the PGS Cat-
alog (Lambert et al. 2021) and find that at least 447 of them
would be vulnerable if patient-level PRSs were exposed. We
then take a subset of the vulnerable models, each with up
to 50 variants, and experimentally demonstrate that, given
a panel of PRSs, e.g., from a direct-to-consumer genetic-
testing report, an attacker can reconstruct the associated
genotypes of an individual with 95% accuracy. Notably, indi-
viduals of non-European ancestry appear to be at a greater
risk of privacy leakage due to biases in existing genome-
wide association studies (GWAS). The recovered genotypes
are then sufficient for the re-identification of the individ-
uals or their genetic relatives in genealogy databases with
nearly 100% accuracy. We also demonstrate that a typical
published PRS based on just 27 loci is sufficient to uniquely
identify 95% of individuals in a large cohort of 487K partic-
ipants. Finally, we develop an analytical framework to as-
sess the privacy risks associated with sharing PRS values and
models, and we propose a simple yet effective solution that
preserves individual privacy while maintaining the utility of

shared information.

We analyze three distinct privacy threat models, each with
different adversarial assumptions. First, we study genotype

recovery from published PRSs under the assumption that

model parameters are publicly available. Second, we ex-
amine genealogy-based re-identification that uses recovered
genotypes and public genealogy databases. Finally, we eval-
uate PRS-based linkage risk under an explicit access model
where an adversary can compute PRSs for individuals in an

anonymized genotype-phenotype database.

Results

PRS-based genetic privacy attacks

A polygenic risk score (PRS) is a numerical value that quan-
tifies an individual’s genetic predisposition to a particular
disease or trait. It is calculated by aggregating the effects
of multiple genetic variants. A PRS is by definition a sum-
mary statistic derived from a patient’s genetic data, but it is
generally considered not to contain any directly identifiable
private information about the patient. In this study, we ex-
plored whether private genetic variants could be recovered
from PRSs and whether these variants could then be used to

infer additional sensitive information about patients.

Our attack framework (Fig. 1) is based on two key scenar-
ios: (1) If a research study publicly releases anonymized in-
dividual PRSs (Ibanez et al. 2017, Fig. 1)(Kloeve-Mogensen
et al. 2021, Supp. Table 5), a genetic-testing facility sells a
de-identified PRS dataset (Tanner 2017), or an anonymous
user discloses their PRS online to seek health advice (Red-
dit 2021a,b; ApoE4.Info 2023), it can be possible to infer the
associated genotypes of these anonymized patients and to
cross-reference genealogy websites to re-identify the patient
or their relatives. Note that this is achieved by querying ge-
nealogy websites, as they typically restrict users from down-
loading participants’ genomic data. (2) If a known patient
publicly shares their PRS (e.g., through social media or on-
line forums, such as WebMD), it can be possible to infer their
associated genotypes and to search anonymized genotype-
phenotype databases with restricted access (e.g., genomic
beacons (Fiume et al. 2019) or any database that permits
only query-based access) to uncover more sensitive pheno-
typic information. In both scenarios, further analysis could
reveal the predisposition to diseases that the original PRS

did not include.
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Fig. 1. Overview of privacy risks with sharing PRSs. This illustration depicts the potential privacy risks linked to predicting SNP
genotypes from PRS values. For publicly released PRS values of anonymous individuals or from anonymous GWAS participants, the
predicted genotypes can be used to de-anonymize them or their genetic relatives by cross-referencing genetic genealogy databases. In
cases where PRS values are released for known individuals, the predicted genotypes can be used to infer sensitive health information

by searching genotype-phenotype databases.

If a profit-driven entity, such as an insurance provider, gains
access to the PRS values and genetic ancestry of a target indi-
vidual, as well as the corresponding effect weights and SNP
loci, both of which can be obtained from resources such as
the Polygenic Score (PGS) Catalog (Lambert et al. 2021), it
could reconstruct the genotypes for the SNPs included in
the PRS panel. These reconstructed genotypes can then be
used to: (a) identify the target individual or their genetic rel-
atives in genealogy databases, (b) infer other potential dis-
eases that the target might have by cross-referencing query-
only genotype-phenotype databases, or predict predisposi-
tion for other diseases of the individual. In all cases, sensi-
tive information about the target is exposed, either revealing

their identity or disclosing private health details.

Our goal is to quantify the extent to which an individual’s
PRS reveals sensitive information, to identify the conditions
that amplify or mitigate this exposure, and to develop strate-
gies to reduce associated privacy risks. To achieve this, we
developed methods that leveraged publicly available data—
such as lists of PRSs, genomic loci of SNPs included in the
PRS models, and their corresponding effect weights—to in-
fer an individual’s associated SNP genotypes. A PRS for a dis-
ease is the linear combination of the genotypes of the associ-
ated SNPs, defined as PRS =} ;- gj, where f; is the effect

weight of SNP j and g; is the genotype of SNP j (0 for ho-
mozygous reference alleles, 1 for the heterozygous alterna-
tive allele, and 2 for homozygous alternative alleles). Infer-
ring the genotypes from a PRS value and effect weights can
be framed as a variation of the subset-sum problem (Karp
1972). The subset-sum problem is a computational problem
where, given a set of numbers, the goal is to find a subset
whose sum equals a target value. It is NP-hard (Garey and
Johnson 1979), meaning that it can be computationally diffi-
cult to solve, especially as the set size grows. Here, we reduce
the genotype recovery task to an instance of the subset-sum
problem by defining the effect weights as the number set
and the PRS value as the target sum. The number of times
the solution contains each effect weight (0, 1, or 2) deter-
mines the genotype for each corresponding SNP.

Our framework for inferring a target individual’s SNP geno-
types based on a PRS value and the associated effect weights
consists of several steps. First, it assesses the solvability of
the problem by using the concept of density (Lagarias and
Odlyzko 1985). In subset-sum problems, density represents
the ratio between the size of the set (i.e.,, the number of
weights in our case) and the length of the bit representation
of the largest weight. Higher density indicates that there are
many weights relative to the bit length of the largest weight,
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Fig. 2. Framework for predicting genotypes from PRS values and PRS chaining. (A) Illustration of the genotype prediction process
via dynamic programming. Given a set of effect weights and a target PRS, the goal is to find the unknown genotypes. We first
determine the solvability of a PRS through density calculation. If the PRS is solvable, the framework uses a dynamic programming
algorithm to find all possible solutions by using a meet-in-the-middle approach. The meet-in-the-middle approach divides the effect
weights into two parts, creating separate tables of partial sums for each. It then identifies pairs of entries from these tables that sum
to the target PRS value. Partial sums are added only if the target remains achievable. The search is further refined in two stages:
first, rounded-down weights identify solution candidates, and then, precise matches to the target are selected. These strategies
significantly reduce the memory and computational costs, which facilitates genotype prediction from PRSs with a larger number
of variants. We then score and rank potential genotype solutions based on population allele frequencies. (B) Schematic of our
PRS-chaining technique. Starting with a PRS involving a small set of SNPs, the predicted genotypes for overlapping SNPs are
substituted into progressively larger PRSs. This iterative process narrows the solution space and thus increases the efficiency of
genotype prediction as more SNPs are incorporated across multiple PRSs.

which leads to a tighter distribution of possible subset sums.
This dense spacing increases the number of combinations
that could potentially match the target sum, thus making the
problem more challenging to solve (Austrin et al. 2016). We
adapted this concept to genetic data by applying a density
threshold to determine whether a PRS is solvable—that is,
whether we can expect to accurately infer the genotypes for
all the associated SNPs of a target individual, given the effect

weights and the PRS value (see Methods). Naturally, a PRS
with fewer associated SNPs or more precise weights is eas-
ier to solve, as the computational problem becomes sparser

and more tractable.

Once the PRS is determined to be solvable, we proceed
to infer the associated SNP genotypes. To achieve this,
we developed a dynamic programming algorithm (Bellman

1957), enhanced by the meet-in-the-middle approach and
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further optimized by using additional techniques (Horowitz
and Sahni 1974) (Fig. 2A). This algorithm efficiently identi-
fies all valid solutions, i.e., all possible genotype sets that
result in the target PRS. In order to assess the plausibil-
ity of each potential solution, we calculate a log-likelihood
score by using allele frequencies from the target individual’s
population. Specifically, we compute the sum of the log-
probabilities for the identified genotypes in each solution.
The core idea is that a solution that closely aligns with the
population average is more likely to be correct. The solu-
tion with the highest total sum, which corresponds to the
highest likelihood, is then selected as the most probable
genotype configuration (Fig. 2A). We then incorporate con-
tinuous log-likelihood estimation directly into the dynamic-
programming algorithm, which enables us to handle PRSs
with more SNPs. Additionally, we implement two tech-
niques to further increase the solving accuracy and the size
of solvable PRSs, which we call PRS chaining and self-repair.
In PRS chaining, we first solve the PRS with the smallest set
of SNPs. For each subsequent PRS that includes more SNPs,
we retain the genotypes of overlapping SNPs from the pre-
vious solution. This approach gradually reduces the possi-
ble solution space as the number of SNPs increases, thereby
making the computations more efficient (Fig. 2B). When in-
corporating solutions from a previous PRS, if the solution for
the current PRS fails, it suggests that the integrated geno-
types might be incorrect. This enables us to revisit and cor-
rect these genotypes, a process that we refer to as self-repair.
For details, see Methods.

Patient genotypes can be recovered from publicly available
PRSs

The solvability of the genotype recovery problem is deter-
mined by the parameters of the corresponding PRS model,
specifically the number of associated SNPs and the preci-
sion (i.e., the number of decimal digits) of the effect weights.
By following the literature on the subset-sum problem and
via experimental evaluation, we determined the range of pa-
rameters where genotype recovery was feasible (see Meth-
ods). We then analyzed all PRS models published in the
PGS Catalog (Lambert et al. 2021) to assess the proportion

that could be resolved if individual PRSs were available. We

found that at least 447 out of 4,723 published PRS models

were vulnerable to genotype recovery.

Correctly inferring genotypes from a single PRS might al-
ready suffice for de-identifying an individual, as prior re-
search demonstrated that as few as 20 SNP genotypes could
enable re-identification (Lin et al. 2004; Pakstis et al. 2010).
In practice, an attacker can obtain a list of PRS values for
a single individual, e.g., an insurance company might re-
ceive a patient’s genetic-testing report with over 40 risk
scores (23andMe 2024). Combining prediction results from
multiple PRSs, even those with more SNPs than theoretically
solvable, enables an attacker to achieve substantial coverage
of an individual’s genome.

We evaluated the attacker’s genotype recovery ability by us-
ing whole-genome sequencing data from the 1000 Genomes
Project (2,535 samples) (The 1000 Genomes Project Consor-
tium 2015b) and a PRS set containing scores of up to 50
SNPs each from the PGS Catalog for various diseases. Af-
ter filtering the PRSs based on our solvability threshold and
performing quality controls (see Methods), we selected a
set of 298 PRSs, encompassing 4,821 SNPs, of which 2,654
were unique (Supplemental Table S1). We then predicted the
genotypes of these SNPs for each individual given their PRS
values. We compared the results against two baselines: the
deterministic predictor that assigned the major genotype
of the individual’s ancestry at each SNP, and the stochas-
tic predictor that sampled genotypes according to ancestry-

specific probabilities.

Our method achieved a median genotype prediction ac-
curacy of 94.6% (Fig. 3A), significantly outperforming both
baseline approaches. On average, we correctly predicted
2,450 genotypes per individual. Notably, we observed higher
prediction accuracy for individuals of African (AFR) and East
Asian (EAS) genetic ancestries compared to those of Euro-
pean (EUR) ancestry. We hypothesized that this increased
accuracy resulted from a higher proportion of loci where the
effect allele frequencies (EAFs) were close to 0 or 1 in the AFR
and EAS populations.

To test this hypothesis, we analyzed genotype recovery as a

function of population EAE We confirmed that recovery was
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Fig. 3. Genotype recovery accuracy. (A) Genotype recovery accuracy across different populations: African (AFR), Admixed
American (AMR), East Asian (EAS), European (EUR), and South Asian (SAS). The baselines represent the recovery accuracy of
predicting the major genotype or stochastically sampling a genotype for each SNP for every individual, according to the population
allele frequencies, without access to the PRS values. (B) The relationship between genotype recovery accuracy and effect allele
frequency. It is easier to predict genotypes for SNPs when either allele is rare. (C) The distribution of effect allele frequencies in
different populations compared to those in GWASs from which the PRSs are derived. Since individuals of EUR genetic ancestry
dominate most GWAS datasets, the effect allele frequency distribution in GWASs closely mirrors that of the EUR population.

more challenging for loci with EAFs near 0.5 (Fig. 3B), where
higher heterozygosity complicated genotype inference. In
contrast, EAFs near 0 or 1 indicated reduced genetic vari-
ation and higher homozygosity, which increased the likeli-
hood of correctly predicting that an individual carries the

predominant allele.

We investigated why individuals of AFR and EAS ancestry
carried more effect alleles at the loci where the allele fre-
quencies in their populations were close to 0 or 1. We found
that this was primarily due to the over-representation of
PRSs derived from GWASs that had been conducted pre-
dominantly on cohorts of EUR ancestry (Fig. 3C), which
aligned with prior findings on clinical study disparities (Mar-
tin et al. 2017). The allele frequencies in the EUR population
closely mirrored the effect allele frequencies in the GWASs.
This bias led to significant discrepancies between the effect
allele frequencies reported in the GWASs and the actual al-
lele frequencies in the AFR and EAS populations. As a result,
individuals from these populations were more susceptible to
genotype recovery attacks because their genotypes at these

loci were more predictable.

We then asked whether the high genotype recovery accuracy
depended on the assumption that the attacker knew the tar-

get individual’s genetic ancestry. To test this, we selected

ten individuals from each ancestry group. We then per-
formed genotype recovery with our dynamic-programming
approach and scored solutions with likelihood estimates
based on universal, ancestry-agnostic allele frequency. The
median accuracy across all fifty individuals was 92.7%, a
slight decrease from the accuracy obtained with ancestry-
specific data (Supplemental Figure S2). As expected, indi-
viduals of the AFR and EAS ancestries showed the largest
drop in accuracy, with a decrease of 3%. These results in-
dicated that, while precise population statistics enhanced
genotype recovery accuracy, our method remained robust
even when the attacker lacked knowledge of the target in-

dividual’s specific ancestry.

Patients and their relatives can be identified in genealogy
databases by using PRSs

If PRSs are publicly shared for anonymized study par-
ticipants (Thompson et al. 2022) or posted online by
anonymous users seeking health advice (Reddit 2021a,b;
ApoE4.Info 2023), there is a potential risk that an attacker
could re-identify the individuals. To test this risk, we de-
signed an attack strategy that involved querying a genetic
genealogy database, such as GEDMatch (Ram and Roberts
2019), with the genotypes inferred from published PRSs.
This approach could potentially reveal the identity of the tar-
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get individual or their close relatives. It is important to note
that genealogy databases do not provide direct access to in-
dividuals’ genomes; instead, they allow users to query the
database to identify genetic relatives.

Although genealogy services do not publicly disclose the
specific algorithms that they use for identifying relatives,
prior studies (Ney et al. 2020; Edge and Coop 2020) sug-
gest that these services search for uninterrupted genomic
segments with no mismatching homozygous sites between
pairs of individuals. To assess whether the predicted geno-
types from our genotype recovery process were sufficient
for de-anonymization, we conducted a relative search pro-
cess by using the 1000 Genomes dataset as the genealogy
database. This database contains genomes from 2,467 un-
related individuals, and 50 and 18 individuals with first-
and second-degree relationships, respectively. We used the
KING-robust algorithm (Manichaikul et al. 2010) as the re-
latedness inference method. It uses a large set of autosomal
SNPs to calculate kinship coefficients, which help identify
relationships, such as first- or second-degree relatives. The
exact number of SNPs that it uses can vary depending on the
dataset, but having a large number of SNPs enhances the ac-

curacy of kinship coefficient estimates.

Despite our genotype predictions being based solely on
SNPs inferred from the PRSs, we demonstrated that they
were sufficient to achieve 100% precision and recall in iden-
tifying individuals, i.e., our test correctly identified all 2,535
individuals as themselves. We also achieved ~90% precision
and recall in determining first-degree relatives, and ~85%
precision and ~75% recall in determining second-degree rel-
atives. This contrasts with the 0% accuracy of a baseline
approach that simply predicted the major genotype for all
the associated SNPs (Fig. 4B). While our genotype predic-
tions were not perfectly accurate and covered only about
half as many SNPs as were considered sufficient for related-
ness analysis, they still provided enough information to dis-
tinguish different levels of relatedness. The matching preci-
sion was comparable between individuals of all ancestries,
thus a higher genotype prediction accuracy did not translate
into a higher risk of re-identifiability, as predicted SNPs that

were common within a population contributed little to indi-

vidual distinctiveness.

Kinship coefficients are an absolute metric; therefore, their
performance does not directly depend on database size. The
distribution of the KING kinship coefficients from our anal-
ysis in Supplemental Figure S3A indicates a clear separa-
tion between self-identification and unrelated individuals
or even first-degree relatives. This mirrors the relationship
between relatedness and genotype density observed in the
original KING study (Manichaikul et al. 2010). In order to
evaluate the re-identification performance in a large-scale
setting, we perturbed the genotypes of the individuals in
the UKBB dataset according to the error distribution of the
genotype recovery and linked them to the full database of
approximately 487K samples. The results in Supplemental
Figure S3C demonstrate robust linking performance for in-
dividuals and monozygotic twins. The kinship coefficients
for first- and second-degree relatives were still, on average,
significantly above those of unrelated individuals but did not
match the KING relatedness cut-offs. Finally, we replicated
the analysis using GCTA (a statistical method for heritability
estimation (Yang et al. 2011)) on the predicted SNPs of the
1000 Genomes individuals and found that, although GCTA
exhibited slightly lower accuracy, it still successfully identi-
fied individuals and most of their relatives as related (Sup-
plemental Figure S3B).

Anonymized genotype databases can be de-anonymized
by using a single PRS from known patients without the

need for genotype prediction

Previous studies have shown that even a few dozen SNPs
can uniquely identify an individual (Lin et al. 2004; Pakstis
et al. 2010). Building on this, we examined whether a single
PRS could distinguish an individual within a large genotype-
phenotype database. In this scenario, we assume direct ac-
cess to an anonymized genotype-phenotype database, such
as UK Biobank, which insurance companies might have ac-
cess to (The Guardian 2023). We tested whether, given an
anonymized genetic database, the PRS of a known individ-
ual for a particular trait or disease, and the effect weights of
the SNPs in the PRS model, it would be possible to calculate


http://genome.cshlp.org/
http://www.cshlpress.com

Downloaded from genome.cshlip.org on August 18, 2026 . Published by Cold Spring Harbor Laboratory Press

A B :ce:lllsmn —— baseline
1.0
0.51 —%

= € self 08

g 0257 — ? 1% degree

E e 2" degree 06

g 0 e}

v

a

£ -0.251 04

£

~ 051 ——with true genotypes T 0.2

self

1*tdegree 2" degree unrelated

self 1%t degree 2" degree unrelated

Fig. 4. Comparison of kinship coefficient estimations and relationship classification performance in the 1000 Genomes Database.
(A) Distribution of kinship coefficients for different relationship categories (self, 15¢ degree, 2Md degree, and unrelated) calculated
with KING-robust using the predicted genotypes. The red lines are calculated using the correct genotypes for the same SNPs. (B)
Precision and recall metrics for identifying self, 15t degree, ond degree relationships using the predicted genotypes. The baseline
performance reflects the re-identification approach of predicting the major alleles for the SNP genotypes.

PRS values for all individuals in the database and identify the
matching one (Fig. 5A). This approach relies on determining
how unique PRS values are across individuals, raising the
possibility that an attacker could use a single PRS to link a
known individual to an anonymized dataset and to poten-
tially expose sensitive genetic and phenotypic information.
The viability of this method depends on whether the PRS for
a given trait or disease is sufficiently unique to match a spe-

cific individual in the dataset.

We first asked whether PRS values were unique to individu-
als. For this, we developed a theoretical estimation of the
number of uniquely identifiable individuals in a database
based on the database’s size, PRS parameters (effect weights
and their precision, i.e., the number of decimal places), and
allele frequency statistics in the population. As the major-
ity of genotypes behave as independent random variables
(SNPs can be in most cases considered independent due to
the clumping step in PRS modeling (Pain et al. 2024)), their
linear combinations, given a sufficient sample size, follow a
normal distribution, as described by the central limit theo-
rem. By incorporating the effect weights and allele frequen-
cies from the population, we could estimate both the mean
and standard deviation of this distribution (see Methods).
We showed that the total number of possible scores for a

given PRS model was determined by either the number of

SNPs or by the precision of the effect weights involved in
that specific PRS, whichever yielded a smaller value. By us-
ing this distribution, we calculated the proportion of scores
uniquely attributable to individuals (“uniqueness”), as well
as the median number of individuals sharing the same score
(“the median anonymity-set size”). The anonymity-set size
refers to the number of individuals in a group who are in-
distinguishable from each other based on available data. We
compared our analytical estimates with the real scores cal-
culated for the 1000 Genomes and UKBB individuals on the
PRSs selected from the PGS Catalog for this study. We found
that a single PRS model with 20 SNPs in 1000 Genomes or
27 SNPs in UKBB, on average across all weight precisions,
sufficed to uniquely identify 95% of individuals (Fig. 5B).
Even when the scores overlapped, the same score often was
shared by only a few individuals. For instance, in a PRS
model with 7 SNPs (1000 Genomes) or 14 SNPs (UKBB), the
median anonymity-set size was two, meaning that half of
the scores were shared by at most two individuals (Fig. 5C).
See Supplemental Figure S4 for the relationship between the
number of possible scores and the number of SNPs observed
in the actual data (1000 Genomes and UKBB).

Our analysis slightly overestimates the number of uniquely
identifiable individuals, as it does not account for the rep-

etition of effect weights or residual linkage disequilibrium
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in PRS models, which leads to deviations from the normal
distribution and makes some scores more common than
predicted. It also pertains to large mixed-cohort databases
where the allele distribution conforms to the general popu-
lation. A disease-specific database might include individu-
als with a higher rate of risk alleles and hence PRSs at the
tail of the distribution, which would decrease identifiabil-
ity. However, the analysis accurately captures the overall
trend, which enables either an attacker to estimate the po-
tential success of their de-anonymization attack before ac-
cessing a dataset or a data custodian to perform risk assess-
ment. Across multiple traits, the probability of two individu-
als sharing identical PRSs decreases multiplicatively, which
makes a combination of several PRSs a robust identifier even

in the largest available datasets.

This analysis considers a distinct linkage threat model in
which an adversary has access to an anonymized geno-
type database—or to PRS values derived from such data—
and seeks to link individuals across datasets by using PRS
uniqueness. This access may arise through unauthorized
database access, insider misuse, or policy-compliant re-
search use in which identifiers have been removed but ge-
netic data remain available. This access assumption applies
only to the PRS-uniqueness analysis presented here and is
not required for the genotype-recovery or genealogy-based
scenarios analyzed in previous sections. The purpose of this
analysis is to quantify identifiability under these assump-
tions. While statistical uniqueness alone does not guarantee
exploitability in real-world settings, it measures the poten-

tial for linkage if such access is available.

Finally, we investigated a potential strategy to enhance pri-
vacy. As the uniqueness of a PRS largely depended on the
precision of the effect weights, reducing the number of dec-
imal places in effect weights decreased the uniqueness of
each PRS and increased anonymity-sets sizes(Fig. 5D). In
other words, if PRS values were calculated by using precise
weights but the released PRS data were rounded, it became
more challenging to match known individuals to anony-
mous datasets. We further demonstrated this by analyzing
PRS solvability and showing that rounding effect weights in-
creased the density of possible solutions (Fig. 5E) and, thus,

hindered genotype prediction from the PRS. While rounding
effect weights greatly improved privacy, it had almost no im-
pact on the utility of the PRS, as the distributions of PRS val-
ues calculated with precise and rounded weights remained
closely aligned (Supplemental Figure S5).

Discussion

In this study, we identify critical privacy risks associated with
the sharing of PRSs. By framing genotype inference from
PRSs as a subset-sum problem, we demonstrate that indi-
vidual genotypes can be accurately predicted from PRSs,
achieving a median accuracy of 94.6% across diverse ances-
try groups. This capability to reconstruct genetic informa-
tion from PRSs raises serious privacy concerns, particularly
when PRSs are openly shared in research publications, dis-
closed by individuals seeking health insights, or sold in a de-

identified form by genetic-testing companies.

Our experiments evaluate genotype recovery from PRSs with
up to 50 SNPs, with an estimated upper bound of 80 SNPs.
These limits could be extended by increasing available com-
putational resources or by using finer-grained population
information, e.g., subpopulation-specific allele frequencies
or linkage disequilibrium statistics, to identify the correct
genotypes among valid solutions. However, even small-scale
PRS models are not rare—approximately 12% of the models
listed in the PGS Catalog that we analyzed contained fewer

than 50 variants.

We further reveal that the risk of inferring genotypes from
PRSs is not uniform across populations. Individuals of
African and East Asian descent are particularly vulnera-
ble due to differences in allele frequencies between these
groups and the European-centric datasets commonly used
to construct PRS models. This underscores the need to
consider the diverse genetic backgrounds represented in
genomic datasets when accessing the privacy risks of PRS
models. Additionally, our analysis shows that PRS values can
be used to predict health risks beyond the traits originally in-
cluded in the PRS. This ability to infer supplemental pheno-
typic information poses challenges for patient consent and

data governance frameworks, which often overlook such
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secondary uses of data. As PRS-based predictions become
more integrated into clinical decision-making, a reassess-
ment of current informed consent policies might be needed
to ensure that they address these emerging risks.

To address these concerns, we propose a simple, yet effective
mitigation strategy. Reducing the precision of effect weights
in publicly released PRS models can decrease the identifia-
bility of individuals while still preserving the overall utility
of the scores. Concretely, we propose density as a practi-
cal tool for selecting PRS disclosure precision. Data hold-
ers can progressively round effect weights, compute the re-
sulting density, and determine whether the model enters a
regime where likelihood estimation becomes ineffective in
identifying the correct genotype solutions. Our results show
that modest rounding substantially reduces recovery accu-
racy while still preserving overall PRS distributions across
different precision levels (Supplemental Figure S5). Density
should be interpreted, however, as a conservative indicator
of practical risk rather than a formal guarantee. We also note
that, while effect-weight rounding substantially reduces pri-
vacy risk, high-precision weights are routinely produced and
disseminated for reproducibility and reuse. A possible ap-
proach for studies is to release two versions of models: one
with high-precision weights for reproducibility and another
with rounded weights for clinical use. Alternatively, studies
could retain high-precision model weights but round indi-
vidual PRSs whenever they are shared, with the degree of

rounding also determined by density.

Finally, integrating privacy-enhancing techniques, such
as differential privacy, into the computation and sharing
of PRSs might offer a safeguard against re-identification,
though care must be taken to balance privacy protection
with the preservation of PRS utility. Further research is
needed to refine these approaches and establish best prac-
tices for maintaining privacy while supporting the use of
PRSs in personalized medicine. As PRS evaluations gain
wider adoption in healthcare and research, our study em-
phasizes the need for a deeper understanding of the privacy
risks that they pose. It is essential to develop strategies that
facilitate the continued use of genetic data for scientific and

clinical progress while safeguarding privacy.

Methods

Overview of datasets

In all our experiments, we use publicly available ge-
nomic datasets, specifically the phase 3 release of the
1000 Genomes project (2,535 samples) (The 1000 Genomes
Project Consortium 2015a) for privacy attacks and the im-
puted version of the UKBB dataset (487,409 samples) for
uniqueness and anonymity estimations (Bycroft et al. 2018).
The 1000 Genomes dataset comprises 2,467 unrelated indi-
viduals, and 25 and 9 pairs of first- and second-degree rel-
atives, respectively. We use the relatedness information for

de-anonymization.

We obtain PRS metadata from The Polygenic Score (PGS)
Catalog (Lambert et al. 2021), an open database of pub-
lished PRS models. The catalog provides metadata for a PRS
as a scoring file. We calculate the target PRSs and popula-
tion allele statistics from the datasets’ genotype data, and we
use the ancestry and kinship information from the datasets’
metadata where appropriate. We do not attempt to infer any

unknown attributes or identities of the individuals.

Preprocessing of PRS models from the PGS Catalog

We collected all available PRS models from the PGS Catalog
with the number of variants N < 50. We filtered them by first
removing models that would unfairly simplify our task: PRSs
with a single variant N = 1 and with large differences in pre-
cision across their effect weights. We then removed the PRSs
with (1) missing or incorrectly specified loci; (2) effect alleles
that did not match either the reference or alternative allele
in the 1000 Genomes data; (3) variants on the X or Y chro-
mosomes, or (4) density d > 2.5. In total, we ended up with
298 PRSs spanning 4,821 total loci, out of which 2,654 were
unique (see Supplemental Table S1 for details).

Genotype prediction as the subset-sum problem

A polygenic risk score is a linear combination of the geno-
types g € {0,1,2} of the SNPs associated with a disease and
the corresponding effect weights 8. The score is typically
normalized by the number of SNPs N and the ploidy P. For
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diploid cells, P = 2:

Zi‘\ilﬁigi
P-N

PRS = 1)

The effect weights are real numbers that represent the con-
tribution of each genetic variant (often a single nucleotide
polymorphism, or SNP) to the risk of developing a particular
disease. Studies release effect weights with varying degrees

of precision (the number of decimal places).

The task of finding the genotypes that yield a given PRS value
is a variation of the subset-sum problem, in which one at-
tempts to find a subset of a set of numbers that sums to
a target value. This problem is NP-hard (nondeterminis-
tic polynomial-time hard) (Garey and Johnson 1979) and,
hence, can be computationally difficult to solve. However,
there are algorithms that can solve this problem efficiently
when certain conditions are met regarding the properties of
the numbers involved (Bellman 1957; Lagarias and Odlyzko
1985; Coster et al. 1992; Radziszowski and Kreher 1988), and
We

hence reduce the genotype-recovery task to an instance of

these conditions can be met in the context of PRSs.

the subset-sum problem by defining the effect weights as the
set of numbers and the PRS value as the target sum. The
number of times each effect weight (0, 1, or 2) is used in the
solution determines the genotype for each SNP.

Solvable PRS

Solving an NP-hard problem even with an efficient algo-
rithm is a computationally intensive process when the prob-
lem’s size is large. Hence, it is important to be able to es-
timate the feasibility of genotype recovery before attempt-
ing to solve it. The subset-sum problem’s difficulty is often
measured by using a concept called density. This density is
defined as the ratio between the number of elements in the
set and the bit length (or the number of binary digits) of the
largest number in that set (Lagarias and Odlyzko 1985). The
idea is that (1) the more numbers a set has, the more possi-
ble subsets can be formed, and (2) the shorter the bit length
of the numbers, the lower the precision and the fewer pos-

sible sums that can be achieved. Naturally, problems with a

higher density are more difficult to solve (Austrin et al. 2016)

because multiple subsets can yield the same sum.

In contrast to the classic subset-sum problem where the
numbers are a set of integers, PRS effect weights are real val-
ues and, hence, not all of them can be precisely represented
with bits. In addition, genotypes can be one of the three
possible values, so we need the ternary bit representation of
the largest weight. We adapted the bit precision estimation
to the PRS context by calculating the base-three logarithm
of the number of decimal places in the largest weight. The
number of decimal places must be normalized across all the
weights, i.e., if any of the other weights are “longer”, we ap-
pend zeros to the largest weight to match the decimal length.
The density is then calculated as the ratio between the total
number of effect weights and the largest weight’s ternary-bit

representation length:

N
- log;(maxi<i<n decimal(f;))

2

Prior work has primarily focused on low-density prob-
lems (Lagarias and Odlyzko 1985; Radziszowski and Kre-
her 1988; Coster et al. 1992; Austrin et al. 2016), i.e., d < 1,
as most studies considered applications to cryptography;,
where problems have a single solution. Given our approach
of combining dynamic programming with likelihood esti-
mation (see below), we hypothesized that we would be able
to solve denser problem instances. To determine a feasi-
ble threshold, we selected 268 PRS models of up to 30 SNPs
and performed genotype recovery for 50 individuals from
the 1000 Genomes dataset for different densities by gradu-
ally rounding the effect weights of each model. Our results
showed (Supplemental Figure S6) that for density d > 2.5,
the recovery advantage over predicting the major genotype
for each SNP becomes small, which was consistent with the
performance of the best-known algorithms (Schroeppel and
Shamir 1981; Austrin et al. 2015). We note, however, that
density should be used only as a conservative indicator of
practical solvability and not as a guarantee of uniqueness or

correctness of recovered genotypes.
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Resource and density constraints ultimately limit the size of
a PRS instance that our algorithm can handle. The compu-
tational and memory requirements grow superlinearly with
the number of SNPs N and their precision. In order to an-
alyze the requirements in practice, we experimentally mea-
sured the CPU time and peak memory usage of genotype re-
covery across the previously selected 298 PRS models (see
Supplemental Figure S7). In this work, we focus on PRS in-
stances with N < 50, but we estimate that an adversary with
sufficient computational resources could extend this limit to
N < 80. Most studies choose effect-weight precision with
fewer than 15 decimal places, and, hence, the problem be-
comes too dense to be easily solvable after 80 SNPs.

Our Dynamic Programming Approach

We chose to use dynamic programming to solve genotype
recovery posed as a subset-sum problem as it had the best
worst-case performance (Bellman 1957). Other efficient al-
gorithms (Lagarias and Odlyzko 1985; Coster et al. 1992;
Radziszowski and Kreher 1988) were either based on heuris-
tics, and hence did not guarantee finding the best solution,
or were applicable only to low-density problems. We com-
bine dynamic programming with several optimization tech-
niques (Horowitz and Sahni 1974) to reduce the computa-
tional costs. We first split the effect weights into two equal-
size subsets and build a sums table for each. The process
consists of iteratively adding each effect weight (either once
or twice to account for one or two effect alleles at the SNP) to
the existing weight sums in the table. During each addition,
a pointer is recorded to track the last weight added for each
sum. This method enables us to construct all the weight se-
quences that produce each sum in the table. Once the tables
are constructed, we use the meet-in-the-middle technique
of iterating over all the sums in the first table and checking
if the difference between the target and a sum matches any
sum in the second table. When we find a match, we back-
track through the tables to find the corresponding weight se-
quences and translate them into the genotypes, whose linear

combination sums to the target PRS.

The meet-in-the-middle technique enables us to reduce the

memory complexity from O(3") of the direct approach to

0@BN'2), In order to reduce the costs further, we maintain
upper- and lower-bounds on the intermediate sums that still
can lead to the target score, given the remaining weights. If a
sum is either larger than the target or the remaining weights
do not suffice to reach the target, we do not add this sum
to the table. If some of the weights are negative, we extend
the bounds in both tables, accordingly. Note that the pres-
ence of negative weights makes solving the problem more
resource-intensive (Daxing and Shaohan 1994). Finally, in
order to reduce the size of tables and, hence, the compu-
tational requirements, we divide the search into two stages.
First, we build the tables with rounded-down weights and
find solution candidates at rounded-down precision. Then,
we calculate the score of each candidate at the full precision

and select the solutions that match the target.

Choosing the best solution

Dynamic programming enables us to find all valid genotype
combinations that result in a given PRS. We still need a way
to select the “best” one among them. The insight that helps
us is that variations in the human genome are not uniformly
distributed—some genotypes are more likely than others.
Hence, we can quantify the likelihood of a genotype for a
given variant by its frequency in the population. To simplify
the analysis, we consider the SNPs in a PRS model statisti-
cally independent from each other and measure the likeli-
hood of a solution by combining the likelihoods of the indi-
vidual SNP genotypes. Specifically, we calculate the sum of
the log-probability for all the solution genotypes based on
the allele frequency (AF) in the population that the target
individual belongs to and select the solution with the high-
est sum as the best one. This approach consistently places
the true solution in the top ranks of all valid solutions for
the majority of individuals. In practice, PRS models might
contain correlated variants due to residual linkage disequi-
librium. If an attacker identifies such highly correlated vari-
ants, they can use them to their advantage by boosting the
likelihood of the more probable SNP combination or even
avoid adding the unlikely combination to the sums tables,
and thereby increasing the prediction accuracy or reducing

the computational overhead.
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As the number of SNPs included in a PRS is large, the num-
ber of possible solutions grows rapidly, making it impracti-
cal to keep track of or to store all the potential solutions. We
address this issue with an algorithm that, instead of storing
all possible paths, keeps a reference only to the path with
the highest likelihood for each sum in the table. The pro-
cess involves three steps: (1) calculating the likelihood of
a solution where all genotypes consist of non-effect alleles,
(2) updating the likelihood for each new sum by adjusting
the log-probability—subtracting that of the non-effect alle-
les and adding that of the effect alleles—to the highest like-
lihood from the previous sum, and (3) keeping a reference
to the last added effect weight that maximizes the likelihood
for each sum. During backtracking, we trace only the path
with the highest likelihood at each step, ultimately identify-
ing the solution with the greatest likelihood. The complete
algorithm for recovering genotypes from a PRS is outlined in
Supplemental Algorithm S1.

PRS chaining and self-repair

In a realistic scenario, an attacker might have access to mul-
tiple PRS values from an individual. Some PRSs share over-
lapping SNPs, as the same genetic mutation can influence
multiple traits. The attacker could exploit this overlap to in-
fer genotypes for these SNPs. The strategy is to first predict
genotypes for the PRSs with fewer SNPs, as they can be com-
puted more quickly. Hence, we first solve the PRS with the
smallest set of SNPs. For each subsequent PRS that includes
more SNPs, we retain the genotypes of overlapping SNPs
from the previous solution. This approach gradually reduces
the possible solution space as the number of SNPs increases,
thus making the computations more efficient.

When inferring genotypes from a single PRS, the attacker
lacks a direct way of confirming whether their highest-

likelihood solution contains the correct genotypes. How-

ever, access to multiple PRSs from the same individual pro-
vides a way to cross-check solutions and to increase recov-
ery accuracy. If the attacker cannot find a solution for a PRS
using previously inferred genotypes, it likely indicates that
some of the earlier predictions were incorrect—for example,
the correct solution might have had the second highest like-
lihood. To address this, we propose a “self-repair” strategy.
When a PRS fails to yield a solution with the genotypes pre-
dicted from a smaller PRS, the attacker attempts to predict
the genotypes without imposing those predictions and gen-
erates a sorted list of potential solutions. The attacker then
tests each solution in the list, checking whether it enables
successful prediction of genotypes from all previously pro-
cessed PRSs. If a solution validates the genotype prediction
for earlier PRSs, the attacker updates their genotypes with
this refined solution and proceeds to the next PRS. As geno-
type solutions are ranked by using population-based likeli-
hoods, incorrect early solutions are therefore unlikely to re-
main top-ranked as more PRSs are incorporated. This itera-
tive strategy gradually fixes early prediction errors.

As with exploiting residual LD in a single PRS model, our
approach can, in theory, be extended to correlated vari-
ants across multiple models. In addition to the overlap-
ping SNPs, the attacker can infer the genotypes of correlated
SNPs of larger PRSs and thus further reduce the solution
search space.

Linking predicted genotypes to databases

Genealogy services enable users to upload their genotype in-
formation to the database and search for their potential rel-
atives among other users. The attacker can upload the re-
covered genotypes of the individual to a genealogy database
and discover the genetic matches. The exact algorithms that
these services use are not disclosed but prior studies (Ney
et al. 2020; Edge and Coop 2020) suggest that they search for
long genomic segments with no mismatching homozygous
sites between pairs of individuals. Here, we emulate a ge-
nealogy search with the individuals from the 1000 Genomes
dataset by using popular algorithms for kinship inference
from SNPs, namely KING-robust (Manichaikul et al. 2010)
and GCTA (Yang et al. 2011).
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We first created a database by using the 2,467 unrelated in-
dividuals, 25 pairs of first-degree (parent-child, siblings) and
9 pairs of second-degree relatives (grandparent-grandchild,
half-siblings, etc.) from the 1000 Genomes data. After pre-
dicting ~2,600 genotypes with ~5% error for each individ-
ual, we linked them to the emulated database that con-
tained the full set of genotypes for each individual. We used
PLINK (Chang et al. 2015; Purcell and Chang 2024) to com-
pute a matrix with pairwise kinship coefficients for both
KING-robust (Manichaikul et al. 2010) and GCTA (Yang et al.
2011) algorithms. We then used the relationship inference
criteria of 0.354 for self-identification, 0.177 for first-degree
relatives, and 0.089 for second-degree relatives (Manichaikul
et al. 2010, Table 1). Having the coefficients for all the pairs
enabled us to calculate the precision and recall of linking
each individual to themselves and their relatives, if the latter
were present, and to measure the distribution of the coeffi-

cients for each category.

KING-robust (Manichaikul et al. 2010): KING-robustis an
algorithm for pairwise relationship inference in the presence
of population substructure. The algorithm calculates the
kinship coefficient that estimates the probability of two ran-
domly sampled alleles from two individuals being identical
by descent (IBD). The high-level idea is that having different
homozygous alleles at the same locus reduces the IBD prob-
ability. The kinship coefficient is calculated as a relation be-
tween the number of loci where two individuals both have
heterozygous alleles (N a4, 44 for reference allele A and alter-
native allele a), have different homozygous alleles (N4 44),
and the total number of heterozygous alleles (N4,):

QZ)' L NAa,Aa _ZNAA,aa
SN O
Aa Aa

GCTA (Yang et al. 2011):

pairwise estimation of genetic relationships.

GCTA is also an algorithm for
It measures
kinship in terms of how much the genotypes that two indi-
viduals have deviate from the expected counts in the popu-
lation. As it relies on the allele frequency in the population, it
is less robust than KING-robust for individuals with different

ancestry. Given the number x; of the reference alleles that

anindividual has and the frequency pj of the reference allele
in the population for the k" SNP, the kinship between indi-

viduals i and j with N SNPs is calculated as follows:
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PRS as an identifier to link known individuals to
anonymized databases

Given access to an anonymized genomic dataset and the
PRS of a known individual, the attacker can compute the PRS
for each sample in the dataset. If one matches the target PRS,
the attacker could infer the individual’s genotypes or associ-
ated phenotypes without the need for computationally in-
tensive genotype recovery. This method relies, however, on
the assumption that a PRS uniquely identifies the individ-
ual. In practice, different genotype combinations can yield
the same score, and multiple samples may share an identical

set of genotypes for the SNPs in the PRS model.

Here, we demonstrate how an attacker can assess the
uniqueness of a given PRS within a population, thereby esti-
mating their confidence that a potential match corresponds
to the individual of interest. Intuitively, the uniqueness of a
PRS is influenced by factors such as the number of included
SNPs, the precision of effect weights (i.e., the number of dec-
imal places), allele frequencies in the population, and the

size of the target dataset or population.

PRS as a normal distribution

As genotypes in PRS models are supposed to be independent
due to LD clumping, the central limit theorem implies that
their linear combination will approximate a normal distri-
bution, given a sufficiently large sample size and a sufficient
number of variants in the PRS. This normal distribution is
characterized by its mean and standard deviation; therefore,
estimating these parameters enables us to determine the
probability density associated with any given PRS.

Under the assumption that PRS variants in individuals from
mixed non-disease cohorts adhere to the Hardy-Weinberg

equilibrium, we can estimate the expected contribution of
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variant i to the PRS based on the population allele frequency
p; and the effect weight §;:

i =2pi(1—pi)Bi+p(Bi +Bi)
The expected mean p and standard deviation o of a PRS,

given the ploidy P and the number of variants NN, are

Hi
1P-N

Il
M=

g =

VA= p? = )2 +2pi(1= p)(Bi — ) + P22 — i)’

N
3
i=1

P-N

For a PRS to approximate a normal distribution, its effect
weights must be densely and evenly distributed. If one
weight, for instance, is orders of magnitude larger than the
others, it can skew the distribution, potentially creating a tri-
modal shape. In this study, we observed that most PRSs ap-
proximately followed a normal distribution. This is likely be-
cause associations with polygenic diseases or traits are typi-
cally influenced by multiple variants rather than being dom-

inated by any single one.

Analytical estimation of score uniqueness

Having estimated mean p and standard deviation o, we can
use the probability density function of the normal distribu-
tion to calculate the probability of a score x being in the
range [x—A,x+A] as

X+A _ (Jc—p)2

202 dx

4

e

Mmem=f

x-A V2mo

In order to assess score uniqueness, however, we need the
probability of each specific discrete score rather than a con-
tinuous range. We reconcile this requirement with the con-
tinuity of the normal distribution by defining the probability
of a discrete score x; as the probability of the score being in

the range [x; — A, x; + A, where A = ==,

The total number of possible scores and, hence, distance
A are determined by either the total number of possible
combinations of the effect weights or their decimal preci-
sion. Given a PRS with N variants and B distinct weights
{Bo,...,PB-1}, we can calculate the number of possible
]'[?:_01 2 - count(f;) +1,

where the function count returns the number of variants

weight combinations as Leomp =

that share the same effect weight. We approximate the range
of possible scores due to the effect weights’ decimal preci-

sion for a PRS with N variants as:

N-1 N-1 N-1 N-1
R={ Z zﬁ,_} Ul Z Zﬁl_ _ﬁ;nax]’ Z Zﬁ:' _ﬁ:-nin] U{ Z Zﬁ;},
i=0 i=0 i=0 i=0

Rmin

———

Rmax

-~

Romin Romax

where * and - are positive and negative effect weights,
respectively. We exclude the ranges [Rjin, Remin]l and
[Romax» Rmax] as a PRS cannot take any value from these seg-

ments.

The number of possible scores due to the decimal precision
becomes

LPrec = (Romax — Romin) - 1Omax_num_decimal(ﬁo,...,ﬁN,l) +2

We can then set Lscores = min(Leomp, Lprec) and calculate

A= Romax—Romin
2Lscores

Given the score probability defined in Eq. (4) and the calcu-
lated A, we can estimate the probability of a single sample
in a dataset of size M to have score x;, i.e., being uniquely
identifiable, by using the probability mass function of the bi-
nomial distribution. In essence, we calculate the probability
that M trials of an event with probability p; result in only
one successful outcome.

M! _ _
Tai=m P ptT = Mepi- = pp ™

Punique(xi) =
To calculate the expected total number of unique scores, we
sum the probabilities of each score x; being unique:

N-1

Eunique = Z M-p;-(1- Pi)M_l
i=0
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To estimate the median number of samples in the dataset
with the same score, we calculate the expected number of
samples for each score x; € R as E(x;) = M - p;, store all the
results with E(x;) = 1 in an array, then sort the array and re-
turn the middle element.

Finally, we reduce the computational overhead of the anal-
ysis by calculating Eq. (4) with the cumulative distribution

function (CDF) of the normal distribution:

—H Xi—A-p

—oMEATH) o )
pi= pn

where @ is the CDF of the normal distribution.

Code Availability

The code and data for running a genotype-recovery demo,
plotting the figures from this study, and reproducing the ex-
periments end to end can be found at https://github.com/g
2lab/prs-privacy and as Supplemental Code.
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