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The collection and sharing of genomic data are becoming increasingly commonplace in research, clinical, and direct-to-con-
sumer settings. The computational protocols typically adopted to protect individual privacy include sharing summary sta-
tistics, such as allele frequencies, or limiting query responses to the presence/absence of alleles of interest using web services
called Beacons. However, even such limited releases are susceptible to likelihood ratio—based membership-inference attacks.
Several approaches have been proposed to preserve privacy, which either suppress a subset of genomic variants or modify
query responses for specific variants (e.g., adding noise, as in differential privacy). However, many of these approaches re-
sult in a significant utility loss, either suppressing many variants or adding a substantial amount of noise. In this paper, we
introduce optimization-based approaches to explicitly trade off the utility of summary data or Beacon responses and privacy
with respect to membership-inference attacks based on likelihood ratios, combining variant suppression and modification.
We consider two attack models. In the first, an attacker applies a likelihood ratio test to make membership-inference claims.
In the second model, an attacker uses a threshold that accounts for the effect of the data release on the separation in scores
between individuals in the data set and those who are not. We further introduce highly scalable approaches for approxi-
mately solving the privacy-utility tradeoff problem when information is in the form of either summary statistics or pres-
ence/absence queries. Finally, we show that the proposed approaches outperform the state of the art in both utility and
privacy through an extensive evaluation with public data sets.

[Supplemental material is available for this article.]

The past several years have seen a sharp rise in the collection and
sharing of genomic data as a result of advancements in personal-
ized medicine technology in clinical settings, as well as the rising
popularity of direct-to-consumer genetic testing. Data sharing in
the former setting is usually controlled through a combination
of technical safeguards in order to comply with privacy-protection
laws, as well as data-sharing agreements (Wan et al. 2022). The lat-
ter contributes to sharing of genomic data in both research settings
as well as open sharing of data through websites such as OpenSNP
(Greshake et al. 2014), where users may, under the guise of ano-
nymity (Venkatesaramani et al. 2021), upload their genome as se-
quenced by companies such as 23andMe, intending for the data to
be useful to researchers and other individuals alike. Commonly
used measures to protect individual privacy when sharing geno-
mic data in research settings often involve sharing limited infor-
mation, for example, queries about the presence or absence of
particular single-nucleotide variants (SNVs) (Fiume et al. 2019),
or summary statistics about single-nucleotide polymorphisms
(Sankararaman et al. 2009; MacArthur et al. 2021). Such limited-in-
formation releases were initially thought to sufficiently protect in-
dividual privacy. However, both presence/absence queries, as well
as summary statistics, have been shown to be susceptible to mem-
bership inference (MI) attacks using likelihood ratio tests (LRTS)
(Homer et al. 2008; Shringarpure and Bustamante 2015).
Typically, it is assumed that an attacker has access to a set of target
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genomes and leverages statistical tests to infer whether each target
individual is present in the data set. This information about mem-
bership in the database can, in turn, be linked to other sensitive in-
formation about the individual, based on the metadata associated
with the data release. For instance, a data set may be known to con-
tain individuals with a certain clinical condition (e.g., heart
condition).

A host of techniques have been proposed over the years to
protect the privacy of released genomic data. Most such methods
involve some form of data obfuscation or suppression of a subset
of the data, where specific techniques include leveraging the the-
oretical bounds on the power of inference attacks (Sankararaman
et al. 2009), federated access control in the form of presence or ab-
sence queries (Fiume et al. 2019) or summary statistics (MacArthur
et al. 2021), optimization-based and game-theoretic approaches
(Wan et al. 2017a,b; Venkatesaramani et al. 2023), and randomiza-
tion-based techniques, including differential privacy (DP) (Dwork
et al. 2006), randomly masking rare alleles (Raisaro et al. 2017), or
simply publishing noisy summary statistics. Another approach
based on falsifying responses for rare alleles was proposed in
2018 (Bu et al. 2018). However, this method assumes that allele
presence or absence queries are made sequentially, whereas we fo-
cus on the case in which all positions are queried at once. These
techniques often do not allow the data custodian to trade off util-
ity and privacy at sufficiently high resolution, requiring a large
utility loss in order to guarantee a desired level of privacy.
Further, such methods usually use only one type of data
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obfuscation—either adding noise to queries or summary statistics
or suppressing data—in order to achieve their privacy goals, where-
as there may be significant utility gains from combining these, as
we show below.

We consider membership-inference attacks on genomic data
sharing in two summary release models: (1) summary statistics, in
which a service publishes, for example, alternate allele frequencies
(AAFs) for each genomic variant (Sankararaman et al. 2009), and
(2) simple “minor allele existence” responses that allow users to
query whether a particular allele (e.g., a “C” or a “G”) is present
at a specific position on the genome (e.g., position 1,234,567 on
Chromosome 8), as performed by the Beacon services introduced
by the Global Alliance for Genomics and Health (GA4GH) in
2015 (Global Alliance for Genomics and Health 2016). We make
two contributions. First, we present a novel model of defense
through the lens of an optimization problem that combines query
suppression and addition of noise to query responses and explicit-
ly trades off utility and privacy. Second, we present two models of
attack that inform the privacy component of the utility; the first of
these is the conventional approach making use of a fixed threshold
to determine membership, whereas the second makes member-
ship claims adaptively to the defense by choosing a threshold
that well separates the individuals in the protected service from
those in a reference population. Third, we present highly scalable
algorithmic approaches for both problem settings, as well as for
both threat models, and show that our approaches improve on
the state of the art both in utility and privacy while easily scaling
to problem instances involving more than 1.3 million genomic
variants.

Methods

Preliminaries

We first introduce the reader to the necessary background regard-
ing how the data are represented mathematically for the sake of
problem formulation. This is followed by a summary of the MI at-
tacks investigated in this paper. We then provide a description of
linkage disequilibrium, a measure of correlation across alleles,
and of how an attacker may exploit such knowledge to infer which
alleles are amended by defensive measures. Before elaborating
upon our model, we describe the notion of DP, a sophisticated
technique to preserve privacy in summary data that one of our
methods relies on. Finally, we identify bounds on privacy risk
based on the average dissimilarity between genomes.

Data representation

A SNV is a position on the genome where the allele present differs
across the population. In this study, all SNVs considered are as-
sumed to be biallelic; namely, there are two possible alleles that
may be shown for a given SNV. Either one of the possible alleles
may be considered a reference allele for a given study, and the oth-
er is said to be the alternate allele. The fraction of individuals with
the alternate allele in a data set D of n individuals is referred to as
the AAF, which we denote by p; for the j'" SNV. The frequency of
the alternate allele in a reference population of individuals not
in the data set (we call this D) is denoted as p;- Here, we are only
concerned with whether or not an individual has an alternate al-
lele and not with whether both alleles at the chosen position are
the alternate allele. Therefore, the binary variable d; denotes
whether individual i has at least one alternate allele (d;;=1) at po-
sition j and d;;=0 otherwise. The total number of SNVs in the data
set is denoted m. Let Q refer to a set of m SNV positions that can be

queried. Let y be the genomic sequencing error rate (usually on the
order of 107%). The probability that no individual in D has an alter-
nate allele (equivalently, all individuals have the reference allele)
at position j is given by R, = (1 — ]),-)Z". Let the summary release
be represented by the vector x. In the case of Beacons, x is binary,
with x;=1 if 3i € D, dj = 1 and x;=0 otherwise, indicating the
presence or absence of an alternate allele in the data set. In the
case of summary statistics, the release is a vector of AAFs; therefore,
x;€ [0, 1]. Table 1 summarizes the notation used throughout this

paper.

MI attacks

The two MI attacks considered in this work are based on LRT statis-
tics. These statistics represent the relative likelihood of an individ-
ual i being in the data set D upon which the summary release was
computed to the likelihood that i is in a reference population. An
attacker is assumed to have a set of target genomes, for which Ml is
performed using released summary information, namely, Beacon
responses or AAFs. In the case of Beacon responses, we use the
LRT statistic proposed by Raisaro et al. (2017), which in turn ex-
tends the attack originally proposed by Shringarpure and
Bustamante (2015). The original attack assumed AAFs to be drawn
from the beta distribution, whereas the extended version uses real
AAFs instead. The statistic is computed as follows: Let T be the set
of target individuals. Then, given the vector x of Beacon responses
to queries Q, the LRT score for individual i € T is

LQ di, x) =

j
Zd,,(x,log R/ + (1 - x;) log }I: ) 1)

j€Q -1 YRy

The LRT statistic for AAFs is calculated in a similar fashion and
was proposed by Sankararaman et al. (2009). Suppose that we have
chosen to release AAFs (real-valued vector x) for set Q of SNVs. An
attacker who is in possession of the genome of a particular

Table 1. General notation

m The number of SNVs
n The number of individuals
D The data set of individuals for whom summary information
is released
D . Asetof individuals not in the data set D
D% The set of individuals in D with LRT scores in the lowest
K percentile
pj Alternate allele frequency (AAF) for SNV j for individuals
in data set D
p;  Alternate allele frequency (AAF) for SNV jfor individuals in
reference set D
dj Binary indicator for whether individual i has an alternate
) allele for SNV j
R, Probability that no individual in D has alternate allele for SNV j
X; Summary release for SNV j: binary for Beacons, real-valued for

AAF

S Noise added to summary release: binary for Beacons, real-valued
for AAF

Q Set of SNVs queried

M Set of SNVs masked

L Likelihood ratio test (LRT) score

0 Likelihood ratio test (LRT) threshold used by the attacker

K User-specified percentile of individuals in D with the lowest LRT
scores

Z Set of individuals in D for whom privacy is preserved

o User specified relative cost of flipping to masking

w User specified relative weight of privacy versus utility
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individual i can calculate the log-likelihood ratio statistic for i as
follows:

1-p
l—X/‘.

LQ d, %) = Y dylog ¥ 4 (1 - d)log @
]

j€Q

Linkage disequilibrium

So far, the attack models presented are based on the assumption
that SNVs are independent. However, in practice, an adversary
may be able to exploit correlations between SNVs to infer
Beacon responses for SNVs that are modified. The LD (Von
Thenen et al. 2019) is one formal measure of such correlations.
Given two loci (a locus is the position of a certain gene on a chro-
mosome) with alleles {A, a} and {B, b}, respectively, the LD is com-
puted as LD=P(AB)-P(A)P(B). The value of the linkage
disequilibrium coefficient (henceforth called LD) lies between
—0.25 and 0.25, where larger values are indicative of higher-
than-random association of the specified alleles.

We evaluate the effect of an adversary accounting for correla-
tions as follows. In this situation, for each SNV that is either flipped
or masked, the adversary identifies SNVs that are correlated with
the target SNV. Because computing the LD for all pairs of 1.3 mil-
lion SNVs is very computationally expensive, we model an adver-
sary who computes correlations with a fixed number of SNVs on
either side of the SNV of interest in the data set. We consider
two SNVs to be correlated if their LD is above a certain threshold,
t;p, limiting our evaluation to highly correlated SNV pairs. Given a
flipped or masked SNV j, let N p(j) be the set of SNVs that are pos-
itively correlated with j. If at least 75% of SNVs in Ny () have a yes
Beacon response, then the Beacon response for SNV j is inferred to
be yes as well. We show in a subsequent section that only SNVs
with yes responses are masked/flipped. Having inferred responses
for a subset of the flipped/masked SNVs, the adversary now recom-
putes LRT scores and makes MI claims using the fixed-threshold or
adaptive-threshold models as described above. Observe that this
evaluation is worst case in the sense that we only perform the
above correlation attack for SNVs that we know have been flipped
or masked, rather than all SNVs, as would be performed in an actu-
al attack.

DP and the Laplace mechanism

DP is a popular privacy-preserving data-sharing technique based
on the principle that the distribution of responses computed on
two data sets that only differ in one entry should be similar.
Formally, a randomized algorithm [is e-differentially private
if for any two data sets D and D' differing in one entry (i.e., D omits
one record from D) and for all possible subsets F of the image of f,

P(fD)) €F

D) EF= " ®

Unbounded risk

In practice, the value of ¢ is used to trade off utility and privacy,
with a smaller value of £ corresponding to a greater degree of pri-
vacy at the cost of utility. For aggregate queries such as means
over columns, as is the case with AAFs, a simple mechanism to
achieve DP is to add random noise sampled from a Laplace distri-
bution to each SNV’s AAF. Laplacian noise with a scale of Ag/e,
where Ag is the sensitivity of the function g (in our case, g is
the mean for each SNV), satisfies the requirements for e-DP
(Dwork et al. 2006). The sensitivity of a function is defined as
max||g(D) — g(D)|,, where D and D' differ in one entry (i.e., D/
omits one individual from D). For a given SNV in a data set of n in-

dividuals, x;; can be either one or zero. Therefore, the maximum
possible difference between means over columns differing in one
entry is 1/n. As the data set has m SNVs, the sensitivity, which is
the #; norm of the vector of size n with each entry being 1/n, is
Ag =" Therefore, adding Laplacian noise centered at zero and
with a scale of m/ne satisfies e-DP.

Bounded risk

Although the above measure of sensitivity provides theoretical
worst-case privacy guarantees, two genomic sequences rarely—if
ever—tend to be completely dissimilar in terms of alternate allele
composition. The above measure of sensitivity, owing to the large
number of SNVs considered (on the order of 1.3 million), forces the
user to choose a very large value of ¢ (on the order of 100,000 or
above when no SNVs are masked) to retain sufficient practical util-
ity. Such large values of ¢, in turn, offer lower privacy guarantees.
Therefore, we also consider a measure of sensitivity in the average-
case scenario, in which the numerator consisting of the total num-
ber of SNVs, m, when calculating sensitivity is replaced by the av-
erage number of bits by which a sequence in the data set differs
from each sequence in the reference population. We refer to this
as bounded sensitivity, and on our data, this measure is an order
of magnitude smaller than worst-case sensitivity (on the order of
150,000 when no SNVs are masked).

Model

Defending against MI attacks

In this work, we make a significant departure from existing ap-
proaches to preserving the privacy of individuals when sharing ge-
nomic summary statistics in two ways. First, we explicitly enable
tradeoffs between privacy (in the sense of protection from MI at-
tacks) and utility (in terms of the extent of modification of the
summary statistics). Second, we consider two defensive strategies
to mitigate the privacy risks presented by MI attacks, namely, sup-
pression (masking) of Beacon responses and the addition of noise
to query responses or allele frequencies. In the case of Beacon re-
sponses, the addition of noise takes the form of falsifying respons-
es to queries (claiming that a particular alternate allele is not
present in the data set when, in fact, it is). This query-flipping ap-
proach is standard in much of the prior literature, with various
strategies applied to select the subset of SNVs to flip (Tang et al.
2016; Raisaro et al. 2017; Wan et al. 2017a; Cho et al. 2020;
Venkatesaramani et al. 2023). In contrast, masking Beacon re-
sponses (Sankararaman et al. 2009) is a less explored strategy.
This is likely because it has a considerably larger impact on utility.
In the case of allele frequencies, we add real-valued noise to the
published frequencies, which is a hallmark of methods based on
DP concepts, but we differ from prior literature in that ours is the
first work that combines the addition of noise with suppression
of SNVs. Formally, let M be the subset of SNVs that are masked
or suppressed. We assume that the data recipients only observe
Q\M, rather than Q and M separately; consequently, the choice
of M does not in itself reveal information about the individuals
in the data set. Let § denote the noise added to SNVs in Q\M. In
the case of Beacon responses, let & be a vector, with §;=-1 indicat-
ing that the response for SNV j is flipped and §=0 indicating oth-
erwise. To flip a query j is to return a response 1 —x; for it, whereas
masking j implies that it cannot be queried at all. In case of AAF re-
leases, let 6 denote the real-valued noise added to the AAFs x for
SNVsin Q\M.

The LRT score for an individual i when set M of SNVs is
masked and noise & is added to the remaining release is
L(Q\M, d;, x + 8). Overloading notation, we use L;(M, ) to refer
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to either data release model henceforth, only making a distinction
where mathematically necessary. Finally, we can also write the pre-
diction threshold for whether individual i is in the data set D as a
function of the defense, 8(M, 6). To ensure privacy is preserved for
an individual i € D is to ensure L;(M, §) — 6(M, 8) > 0. Given M and g,
we define Z(M, §)C D to be the set of individuals for whom masking
SNVsin M and adding noise & to the rest preserves privacy, namely,

ZM, 8) ={i € D|L(M, ) — 6(M, 6) > 0}. (4)

Our goal is to solve the following Summary Stars Privacy
ProBLEM (SSPP):

min alldll1+(1 — a)[M| — wIZ(M, §)|. ©®)
where o denotes the relative cost of adding noise compared with
masking SNVs, and w captures the relative importance of preserv-
ing privacy for individuals over the utility of the released summary
statistics. Preserving privacy for all individuals often comes at a
prohibitive cost to the utility of the released aggregate data and
is not always desirable. This approach allows the data custodian
to explicitly trade off privacy and utility through a combination
of masking and adding noise in a systematic way.

Finally, we consider two threat models, differing in the choice
of the prediction threshold, (M, 6). The first model involves an at-
tacker who computes the threshold a priori, not accounting for the
defense. We also consider an additional adaptive attacker model re-
cently introduced by Venkatesaramani et al. (2023) in the context
of genomic Beacon services. In this stronger adversarial model, the
attacker attempts to identify individuals in the data set, accounting
for the defense by relying on the separation of LRT scores.

Fixed threshold attacks

A naive attacker, who does not account for our attempts to defend
against such attacks, chooses a threshold 6, typically to balance
false-positive and false-negative rates with respect to some syn-
thetic ground truth data set. A maximum false-positive rate is often
used to tune 6 (Tang et al. 2016; Wan et al. 2017a). This may be ac-
complished by simulating Beacons on other publicly available data
sets, genomic data that the adversary otherwise has access to, or
data synthesized using knowledge of AAFs. The practical implica-
tion of this assumption is that we can set the threshold to be a
constant, namely, 6(M, 6) =6, which does not depend on the subset
of SNVs masked or the noise added. As a result, Z(M, §)={ie D | L
(M, 6) —6 >0} for this threat model. This threat model is assumed
by most prior work (Sankararaman et al. 2009; Shringarpure and
Bustamante 2015; Raisaro et al. 2017). Note that this model does
not require the defender to know the threshold 6 used by the at-
tacker; a conservative bound will do.

Adaptive threshold attacks

On the contrary, the adaptive attack model attempts to separate the
two populations (individuals in D from those who are not) using
the separation between their LRT scores after the defense has
been implemented. Recall that D is a set of reference individuals
not in the data set D. Let D® c D be a set of K individuals in D
such that they have the lowest LRT scores. In the adaptive attack
model, the prediction threshold is calculated as

oM, 8) = Z Li(M, ). ©)

keD‘K’
As aresult, the set of individuals for whom privacy is protect-

edis ZM, 8) ={ie D| LM, ) _Il< Z Ly(M, 6) > 0} under the
keb®

adaptive attacker model. We now present our approach to solving
SSPP, under the two threat models discussed above. Note that the
noise § that is added to summary statistics is qualitatively different
in Beacons compared with AAF summary releases. Recall that al-
though in the former, § is additive noise that codifies whether or
not SNVs are flipped; in the latter case of AAFs, § is real-valued.
As a result, the two scenarios yield structurally different optimiza-
tion problems but follow the same general framework as outlined
in the Model section. In both cases, we combine the addition of
noise with selective suppression of a subset of SNVs.

We begin by rewriting the LRT scores for individual i as fol-
lows. Let Q;C S be the subset of SNVs for which Beacon response
x;=1, and let QoC § be the subset where x;=0. Then, the LRT score
for individual i can be written as

LQdi,x) =Y djAj+ Y d;B @

jeEQ JEQo

1_R i
—/.", and B =

where A; = log
- VRn 1 7R11

. In case of AAFs, let

p, . Note that in this scenario,

Alxy) = logg, and B(x)) = log T

A and B are functlons of x;, mstead of constants for each j as in
the Beacon service. Then the LRT score can be rewritten as

L@ di, ) =Y diA(x) + (1 — dy)B(x) ®)

We note that in the case of Beacons, following the method
previously described (Venkatesaramani et al. 2023), we assume
that the alternate allele is the minor allele at a given position j.
This, in turn, allows us to leverage a bound on the genomic se-
quencing error y to ensure our solution approach never violates
privacy previously achieved using an iterative process, as we
shortly explain. On the other hand, for AAF releases, we only as-
sume that AAFs are bound by [0.0001, 0.9999] in order to prevent
division by zero, and any SNV may be masked in case of AAF sum-
mary releases. It was shown by Venkatesaramani et al. (2023) that
flipping Beacon responses x; from zero to one is counterproductive
to defending against LRT-based attacks. We now make an analo-
gous observation for masking queries where x;=0 for both
Beacons and AAF summary statistics.

Proposition 1. In a Beacon service, for genomic sequencing error,
r<0.25, B;>0.

Proof. Let p; be the AAF for SNV j in the population. Recall that
j

R,=(1-p)”". As p;<0.5V], = (1 - p)® = 0.25. Because
n—1
A A
> 1, and consequently, B; = log
7 n 1 7 n 1

y<0.25, —— > 0.

Proposition 2. Suppose Beacon response x;=0 for SNV j given
Beacon data set D. Then, masking the SNV can never increase the
R
LRT score for an individual i € D, provided y < Rlin Vj.
—1

Proof. Consider SNV j and an individual i € D. It d;j=0 (i.e., the in-
dividual does not have a minor allele at position j), masking the
SNV makes no difference to the LRT score (contribution of j to
LRT score is zero when d;=0; for details, see Equation 1).
However, when d;;=1, suppressing Beacon response x; changes

I

the contribution of query j to the LRT score from log to

an 1
I

zero. Based on Proposition 1, it can be seen that log p > 0.
YRy—1

Thus, if SNV j is masked the LRT score can only decrease.
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Masking SNVs

We begin by considering the impact of masking a single SNV on
the LRT score. Let S be the set of all SNVs, and let MC S be the subset
of SNVs masked. Let A?f represent the marginal contribution of
masking SNV j on the LRT score for individual i. In case of the
Beacon service, masking a SNV j changes its LRT score contribution
from dyA; to zero, as can be observed from Equation 1. Recall that
we only mask SNVs where x;=1; therefore, if the individual does
not have the alternate allele (i.e., d;;=0), masking the SNV makes
no difference. Therefore, for Beacons, Aﬁ}l = —djiA;.

Similarly, in case of an AAF summary release, masking an SNV
j changes its LRT contribution from dA(x;) + (1 — d;))B(x;) to zero, as
we can observe from Equation 2. Note that in this case, Af;” is also a
function of the AAF x;, and therefore, as real-valued noise may be
added to SNV j as part of our approach before the SNV is masked,
A?{I = —d;jA(x; + &) — (1 — dj)B(x; + &). On the contrary, we as-
sume that the subsets of SNVs flipped and masked in the case of
Beacons are disjoint.

Adding noise to statistics

Next, we consider the addition of noise to the published statistics,
for SNVs that are not masked. Let § denote additive noise. In case of
the Beacon services, let §;=—1 indicate that SNV j is flipped; name-
ly, the Beacon response for SNV j changes from one to zero. Note
that, following the observation by Venkatesaramani et al.
(2023), we only flip SNVs where initially x;=1. The marginal im-
pact of flipping Beacon response for SNV j on the LRT score for in-
dividual i is AI»F/- = d;j(Bj — A;)), as we can observe from Equation 1. In
case of AAFs, we use the Laplace mechanism defined in the
Preliminaries section to add real-valued noise. Thus, in this case,
8;€10, 1], and frequencies after the addition of noise are clipped
to ensure they are still in the range [0.0001, 0.9999]. In both
Beacons and AAFs, the #; norm of é quantifies the total amount
of noise added to the summary statistics.

Fixed threshold attacks

We begin by presenting our solution for the fixed-threshold attack
model, in which privacy is said to be preserved for an individual i
when their LRT score calculated after suppressing set M of SNVs
and adding noise & lies above a constant prediction threshold 6,
specified exogenously.

Let z;€ {0, 1} be a binary variable corresponding to individual
i, where z;=1 when privacy is preserved for i and z;=0 otherwise,
and define y;=1 if SNV j is masked (i.e., j € M) and y;=0 otherwise.
Then the following optimization problem optimally solves SSPP
for the fixed-threshold attacker:

min el + 3 (1 — a)y; —w_z
8,z j i

subject to:
(Li(Ml 6) - G)Zi =< OvieD. (9)
—1,0}", Beacons
yEO, 1", zE(0,1)", 5€ I{Q'Q\M', ", Beac

In case of Beacons, § is an integer vector, with entries being ei-
ther —1 or zero, and the above optimization problem assumes the
form of an integer linear program (ILP). Although the ILP optimally
solves SSPP, it has an exponential worst-case running time with
O(3™) possible solutions (each SNV in Q, can be flipped, masked,
or reported truthfully), which poses significant scalability chal-
lenges with larger populations of more than millions of SNVs (for
an empirical runtime comparison between optimally solving the
ILP and our proposed approach, see Supplemental Fig. 13). In

case of AAFs, §is real-valued, and thus, the above problem becomes
amixed-integer program (MIP). Much like the ILP, the MIP has dif-
ficulty scaling to large problem instances with more than a million
SNVs. To address these limitations, we now introduce heuristic al-
gorithms that approximately solve SSPP for Beacons and AAFs.

Heuristic—Beacons

We now introduce a simple greedy algorithm to compute approx-
imate solutions to SSPP for Beacon services. The driving idea be-
hind our greedy heuristic is as follows: At each iteration, we
choose a SNV for which flipping or masking achieves the highest
average marginal contribution per unit cost (of flipping or mask-
ing the SNV) to the LRT scores for individuals in the Beacon. For
each individual, let P; be the set of SNVs for which the Beacon re-
sponse x;= 1 and the individual’s genome has the associated minor
allele; namely, d;= 1. For j € P;, Aj; and A} are independent of i. Let
Aj = (Bi—Aj) and A} = —A;. Then, A = d;A[, and A} = d;A}.
For a chosen query j and a subset of individuals PC B, let Tj={ie
PJj e P;}, which is the set of individuals for which j € P;. The average
marginal contribution of flipping the query response to SNV j per
unit cost is

I T5/Af

+~F
§® =5

(10)

Similarly, the average marginal contribution of masking a SNV j is

|Tj147"
1-alPl’

At each iteration, we calculate both BI-F(P) and B;VI (P) for every
SNV, and either flip or mask the SNV with the highest overall con-
tribution, depending on whether flipping or masking led to it scor-
ing the highest. The number of individuals for whom we thereby
guarantee privacy is nondecreasing through each iteration of this
algorithm, because flipping or masking SNVs for which x;=1 can
only increase LRT scores (see Proposition 2). Each time privacy is
assured for at least one additional individual, we compare this pri-
vacy-utility point to the current best solution (as measured by the
objective function in Equation 9), and update it if it improves the
objective. We also update P to be the set of individuals for whom
privacy is not yet assured. The algorithm iterates until privacy is
protected for all individuals in the Beacon or until we cannot flip
or mask any more SNVs, at which point we return the overall
best solution. This idea is formalized in Algorithm 1, which we
call Sorr-Privacy-GRreepY-BINARY (SPG-B). For runtime analysis, refer
to Supplemental Methods, Section B.

5'®) = (11)

Algorithm 1. Sort-Privacy-GReeby-ReAL-BINARY (SPG-B)

Input: A set of individuals i € D, subset P; and LRT score n; for
each individual, marginal contributions of flipping/masking A,»F
and Af"’ for each SNV, a set of queries Q and threshold 8, weight pa-
rameter w, relative cost of flipping o.

Output: Subset of queries FCS to flip, subset of queries MCS to
mask.

Initialization: F=0, M=0, C=0, F,=0, M;=0, U=

while (D\C)=0 do

Set /=0, N=-1,d=-1.
forje (Q\ FuM)) do
Set Tj={i € (D\C)|j € P}

—F_ F ‘Tll
Set &) = af ol
MM |T1|
Y =8 g\l
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if A > N then

Set N = B,»F
Set I=j
Set d=0
1fA > N then
SetN =AM
SetI=j
Setd=1
if d==0 then
Set F;=F;ul
if d==1 then
Set Mi=M; Ul
forie (D\C) do
lf Z/EF A11+ Z}EM Al] + n = >0 then
SetC=Cui
Ui =0o|F{ + (1—0)|[M{|—w|C]|
if U;<U then
Set U=U;
Set F=F;
Set M=M;
return FM

Heuristic—AAFs

We now introduce an alternating optimization algorithm that ap-
proximately solves SSPP, combining masking of AAFs for a subset
of SNVs with adding Laplacian noise to the rest.

The outline of the algorithm is as follows. At each step, we al-
ternate between adding noise to SNVs that have not yet been
masked, such that it minimizes the objective in Equation 9, and
masking SNVs in order of their average marginal contribution to
the population’s LR scores, in an attempt to increase utility. The
average marginal contribution of masking a SNV j is simply the
mean over the marginal contributions for all individuals; namely,

Z A
1€D

Because in the fixed-threshold model, we require that each in-
dividual’s score lie above a specified threshold, we aim to increase
LRT scores. Thus, we rank SNVs to mask in order of their average
marginal contributions. For o> (1 — o), masking is preferred over
adding noise, in essence, sharing a smaller subset of cleaner data
as opposed to sharing all SNVs with high obfuscation. Masking
SNVs should necessarily continue to minimize the objective func-
tion until privacy is violated for an individual previously covered
as a result of encountering large positive values of A;. However,
continuing to mask in this manner is suboptimal because it does
not allow us to explore possible intermediate solutions; for exam-
ple, masking fewer SNVs and adding slightly higher noise may pro-
vide a better privacy-utility tradeoff in many cases.

Our algorithm proceeds as follows. We first add noise to all
SNVs by sampling from the Laplace distribution such that it best
optimizes the objective in Equation 9. This may be performed in
one of two ways: (1) computing the objective over a preselected
set of values of € or (2) performing a binary search over possible val-
ues of g, assuming convergence when the difference between two
considered values of ¢ in the search is sufficiently small. Although
the latter is more systematic, it is also slower and performs poorly
(see Supplemental Methods, Section C; Supplemental Figs. 1, 2),
whereas the former approach is fully parallelizable and produces
good results, as long as the choices for the set of candidate € values
are reasonable. We therefore use the first approach in the rest of
this work.

Having added Laplacian noise, we then mask a set of t SNVs in
the order of their average marginal contribution to LR scores, cal-

culated after adding noise. The value of t that we use is chosen to
balance computation time and the near-optimality of the solution.
Specifically, a smaller value of ¢t implies a larger number of candi-
date solutions explored but with a runtime inversely proportional
to t.

At the end of this cycle, we repeat the noise-addition and
masking processes in an alternating fashion, each time adding
noise to the SNVs that remain unmasked with the scale of the
Laplacian distribution accordingly adjusted. Algorithm 2, which
we call the Sorr-Privacy-Greepy-Real (SPG-R) approach, provides
full details about the implementation of our method. In the
Supplemental Methods, Section C, we present an alternate imple-
mentation of the SPG-R algorithm that leverages problem struc-
ture to reduce redundant computations and that uses parallel
processing in order to significantly reduce runtime.

Algorithm 2. Soft-Privacy-Greedy-Real (SPG-R)

Input: A set of individuals i € D, marginal contributions of
masking A for each SNV, a prediction threshold 6, weight param-
eterw, relatlve cost of adding noise o, number of SNVs to mask per
iteration t, set E of candidate DP parameters, AAFs x for individuals
in D, and p for individuals in reference set D.

Output: Subset of SNVs M C § to mask, real-valued noise
vector 4.

Initialization: M=, C=@, U=, 5=0, c=0, A’ = Sokr (Ej-w),
M=0

Function GeTLR(d;, 6, M):

. 1—p,
return 3 jcs v dj logxi I_:_’ 5 + (1 —dy) logﬁiﬁ&
while S\M;# O do
Set Ui=o0, 6;=0, C;=0
fors € Edo
Set 6. =Laplacian(0,
Set C.=0
forie Ddo
if GetLR(d;, 5., My) <6 then
Set C.=C Ui
Set U= al|lls + (1-a) M|~ w|C.]
if U. <U; then
Set U;=U,
Set §;=6,
Set C;=C,
if U;<U then
Set U=U;
Set =6,
Set M=M;
Set¢=1
while ct<tdo
Set My = M; U Az
Setc=c+1
Set ¢;=ct +1
Set Ur=a|6¢||1 + (1—a)|M—w|C4
if U;<U then
Set U=U;
Set §=4;
Set M=M;
return M, §

IQ\Mt\)

Adaptive threshold attacks

In the adaptive threshold scenario, the goal is to ensure that the
LRT scores of individuals in D and D (i.e., those not in the data
set) remain sufficiently well-mixed. Recall from the Preliminaries
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section that the prediction threshold in this setting is

1
oM, 8 =— Z L;(M, 6), which is the average LRT score for a set
K kED(K)
of K individuals in D with the lowest LRT scores. Then similar to
Equation 9, we can formulate this as an optimization problem in
the context of adaptive attacks.
min 8 1- =W zZ;
Byclon 01" alldlly + 2}:( a)y; ; i
subject to: (12)
(LiM, 8) — 6(M, 8))zi <OVieED.
s € {—1,0/"(Beacons); &€ R"(AAFs)

This structure allows us to extend our algorithms used for the
fixed-threshold scenario, with one change: Instead of sorting SNVs

1
by A or Af, we now sort the SNVs by A} = AM — % ZK) A} and
keD

1
F(K) _ AF F . .
A=A K Z Ay, respectively. In the adaptive threshold
keb®
model, with Beacons, A;VI(K) and A,F @ may be negative and may
be detrimental to privacy achieved in prior iterations of our greedy
algorithms. As such, masking and flipping are, respectively, re-
stricted to those SNVs in which these quantities are strictly
positive.

Linkage disequilibrium

To defend against an attacker who leverages correlations to infer
flipped/masked SNVs in a Beacon, we introduce a direct extension
to our proposed Sorr-Privacy-Greepy approach. Specifically, when-
ever an SNV j with known correlations is flipped or masked, all
SNVs correlated to it (the set Ny p(j)) are also flipped or masked, re-
spectively. To capture the corresponding utility loss while deciding
which SNV to flip or mask, we modify the Sorr-Privacy-Greepy algo-

rithm as follows. For each SNV j, we amend the marginal contribu-
AP

tion of flipping j to E;(P) = WLID(M’ as well as the marginal

T
(1 = &)IPIINL()I
The algorithm then proceeds as before, with the added condition
that, any time a SNV j is picked such that N;p(j) # ¢, all SNVs in

N.p(j) are also correspondingly flipped or masked. We refer to
this modified algorithm as Sorr-Privacy-Greepy-LD ( SPG-LD).

contribution of masking SNV j to be E;-W(P) =

Utility (%)

A
99.995
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Results
Experimental design

Data set and metrics

Our experiments were conducted on a data set of 1,338,843 SNVs
on Chromosome 10, made available by the 2016 iDASH workshop
on privacy and security (Tang et al. 2016). The data consist of ge-
nomes of 400 individuals for whom summary statistics are to be re-
leased (i.e., the set D), and 400 individuals who are not part of this
group (the set D). This data set was derived from the 1000
Genomes Project (The 1000 Genomes Project Consortium 2015)
and is sufficiently large to show the scalability of our approach,
while using only Chromosome 10 makes it practical to work
with in terms of memory footprint. All experiments were con-
ducted on a PC with an AMD Threadripper 3960X CPU and
128-GB RAM, running Ubuntu 22.04. We measure utility as
100[1 — (a||8ll; +(1 — @)|M|)/m]%, where « is the relative cost of
adding noise to masking SNVs, M is the set of SNVs masked, and
m is the number of SNVs. We define privacy as the percentage of
individuals for whom privacy is preserved under each respective at-
tacker model, as is the standard assumption in prior literature. The
same measure of privacy was thus applied to all baselines when
tuning for best utility for the sake of a fair comparison.

Runtime analysis

Both SPG-B and SPG-R have a worst-case time complexity of
O(m?n) (for details, see Supplemental Methods, Section B). In prac-
tice, as the number of SNVs outpaces the number of individuals by
several orders of magnitude, the impact of increasing the number
of individuals is negligible. In the case of SPG-R, solutions that
minimize the objective function are computed for a range of candi-
date values of . Although the number of candidate values for ¢ is
small compared with the number of SNVs and individuals, the se-
rial execution of operations for each candidate £ adds significant
runtime overhead in practice, which can be greatly reduced by le-
veraging parallel processing, in combination with heuristics de-
rived from problem structure. This provided motivation for the
implementation of a parallel version of SPG-R, which is used for
all experiments presented in this paper. The full details of the par-
allel implementation are provided in the Supplemental Methods,
Section C.

100.07 =—
\ 'Y
99.9
9981 > spGB % SF
997 —e— DP ¢ MIG
’ —=— RF
*
20 40 60 80 100

Privacy (%)

Figure 1. Utility—privacy plots for the fixed threshold attack model for Beacons, compared with baselines. (A) 6 = —250, baselines only flip SNVs. Zoomed
in portions shown in top two subplots. (B) 6 =—250, baselines only mask SNVs.
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Figure 2. Utility—privacy plots for the fixed threshold attack model for AAF releases, compared with baselines. (A) 6=0, 0.=0.5. (B) 6=0, a=0.9.

Baselines—SPG-B

We compare our approach (SPG-B) to four state-of-the-art base-
lines. The first is strategic flipping (SF), in which SNVs are flipped
in decreasing order of their differential discriminative power, as
proposed by Wan et al. (2017a), followed by a local search. We
also compare to a modified version of SF, which we call SFM, in
which the adaptive threshold definition of privacy is used when
applicable. The second is random flipping (RF) (Raisaro et al.
2017), in which unique alleles in the data set (i.e., only one indi-
vidual has the allele) are randomly flipped by sampling from a
Binomial distribution. The third is a differentially private (DP)
mechanism proposed by (Cho et al. 2020), which offers plausible
deniability for each Beacon response. Fourth, we compare to the
marginal-impact greedy (MIG) approach by Venkatesaramani
et al. (2023), noting that this approach guarantees privacy for all
individuals. For each baseline, we consider a variation that selects
SNVs as described by the method but masks the SNVs instead of
flipping them. None of the baselines allow us to combine flipping
and masking into a single strategy.

Baselines—SPG-R

We compare the performance of the proposed SPG-R algorithm
with three baselines: (1) only adding noise using the Laplace
mechanism (standard DP), (2) masking only, and (3) the linkage ap-
proach proposed by (Sankararaman et al. 2009), which greedily se-
lects a subset of SNVs in linkage equilibrium in order of utility up
to the maximum allowed power of the LR test. We note that we use
the parallel version of SPG-R as detailed in the Supplemental
Methods, Section C, throughout this work.

Fixed threshold attacks
SPG-B

We begin by considering fixed-threshold attacks on Beacons, with
the prediction threshold 6=-250. For SPG-B, we measure perfor-
mance in the utility—privacy space by varying the relative weight

100 1 3
;\3 951 .
>
£ 904
'g == SPGB % SF

85 | —e— DP e SFM

—=— RF ¢ MIG

0 20 40 60 80 100
Privacy (%)

of privacy to utility we [0.01, 10]. For DP and RF, we vary their re-
spective parameters (noise parameter £ and probability p, respec-
tively). Note that when approaches rely solely on masking SNV,
the only solution for threshold 6 above a certain positive value is
to shut the Beacon down (responses that are initially zero are not
masked) as the maximum LRT score attainable for an individual i
is 6> je d;B;, where Q; is the subset of SNVs for which
Beacon response is one, and d;B; is the marginal contribution of
flipping the response for SNV j for individual i. Therefore, here
we show results for a negative value of 6 for which a solution is
guaranteed. Results for 6=-750 as well as special cases in which
all approaches including SPG-B are restricted to either flipping or
masking SNVs are similar and provided in the Supplemental
Methods, Section D (refer to Supplemental Figs. 3-5).

Figure 1 compares the performance of SPG-B to the baseline
approaches when (1) the baselines only flip SNVs and (2) the base-
lines only mask SNVs, respectively, as none of the baselines allow
us to use a combination of the two. The key observation is that the
proposed approach Pareto dominates the baselines, as the ability
to both flip and mask SNVs provides an additional level of flexibil-
ity. In Figure 1A, the improvement over both DP and RF is partic-
ularly substantial in terms of utility. MIG and SF offer slightly
lower utility than our approach when the privacy of all individuals
is protected, but they do not permit solutions that can explicitly
trade off utility for privacy. Figure 1B tells a similar story, in which
it can be seen that the difference in utility between SPG-B and MIG
increases from ~0.001% (when MIG flipped SNVs) to ~0.05% (in
the masking case in which 6=-250). This difference in utility cor-
responds to tens of thousands of more SNVs masked by MIG than
SPG-B (as there are more than 1.3 million SNVs in the data set and
o> (1-a)).

SPG-R

In a similar fashion, we compare the parallel variant of SPG-R to
the three baselines in the fixed threshold setting. We set the pre-
diction threshold 6=0 in these experiments, as this was found
to be the threshold that best separated the two populations

B

100.001 *
S
2 99.95
= —¢— SPG-B e SFM
=]
=] @ DP ¢ MIG

m- RF * SF
99.901 ¢
0 20 40 60 80 100
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Figure 3. Utility—privacy plots for the adaptive threshold attack model for Beacons, compared with baselines. (A) K=10, baselines only flip SNVs. (B) K=

10, baselines only mask SNVs.
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Figure 4. Utility—privacy plots for the adaptive threshold attack model for AAF releases, compared with baselines. (A) K=10, 0.=0.75.(B) k=10, a=0.9.

before the defense was applied. In contrast to Beacons, we explore
a wider range of values of «, the relative cost of masking to adding
noise, as the #; norm of real-valued noise § is orders of magnitude
smaller on average than it is in Beacons. We vary the relative
weight of privacy to utility win the range [0.1, 10000]. For DP, link-
age, and masking, we choose the privacy-utility point that best op-
timizes the SSPP objective function for each value of w, ensuring
fair comparisons. All results involving random noise are averaged
over five runs. Here, we only present results for unbounded risk;
those for bounded risk are similar and provided in the
Supplemental Methods, Section F (refer to Supplemental Figs. 8,
9). Additional results about the impact of increasing population
sizes on SPG and DP are presented in Supplemental Figures 11
and 12.

We select the DP noise parameter e for the Laplace mecha-
nism from {10,000, 50,000, 100,000, 500,000, 1 million, 5 million,
10 million}. Although at first it seems like these values are very
large compared with the parameters used in practice (on the order
of one to 10), this is explained by the fact that the data sets used in
practice have nowhere near the number of variables we are dealing
with. With more than 1.3 million SNVs, using a smaller value of &
would induce a prohibitive amount of noise (for details on how
noise scales with the number of SNVs m and g, see Preliminaries
Section) that would essentially void the system of any utility.

Figure 2 considers the scenario in which the relative cost of
adding noise to masking a.=0.5 and 0.=0.9. When o=0.5, SPG-R
outperforms the linkage and masking methods and has compara-
ble performance to DP (Fig. 2A). When 0.=0.9, on the other hand,
masking outperforms other methods (because it has far lower cost
than adding noise), with both SPG-R and DP having comparable
performance to masking, and one another (Fig. 2B).

Adaptive threshold attacks

Next, we consider the adaptive threshold attacker, with K=10
(here, this refers to the K lowest percentile in terms of LRT scores).

A
Loy
99.99 B R T
D
R 99.98
z
g 99.97
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Figure 5.

SNVs. (B) 6=-250, baselines only mask SNVs.

Yet again, we present results by varying the relative weight of pri-
vacy-to-utility w as before, and the respective parameters for the
considered baselines.

SPG-B

Figure 3 presents results in this setting, in which we observe that
again SPG-B Pareto dominates the baselines and is comparable to
MIG, but now by a much larger margin than in the fixed threshold
setting. In Figure 3A, although SF has better utility than the re-
maining baselines, it offers very low privacy. If we restrict the base-
lines to masking only, Figure 3B shows that SPG-B once again
outperforms all baselines. The reason is evident from the plot itself:
A masking-only strategy is insufficient to guarantee privacy against
an adaptive-threshold attacker. Results for K= 35, as well as settings
in which all approaches including SPG-B are restricted to flipping
or masking, are similar and provided in the Supplemental
Methods, Section E (refer to Supplemental Figs. 6, 7).

SPG-R

Figure 4 presents results for K=10, for =0.75 and o=0.9. In con-
trast to the fixed threshold setting, here, SPG-R dominates all base-
lines. When a=0.9 (Fig. 4A), namely, adding noise is relatively
expensive, masking produces similar performance when K=35
(see Supplemental Methods, Section E); however, once K is in-
creased to 10 (Fig. 4B), the problem can no longer be solved using
masking alone, and SPG-R dominates it by a significant margin. DP
and linkage offer much lower utility on average compared with
only masking SNVs or using SPG-R.

Linkage disequilibrium

Finally, we consider attacks on Beacons that leverage correlations
between SNVs. We assume that a pair of SNVs is correlated if their
LD-coefficient is above 0.2. LD is measured within a span of 250
SNVs on either side of each target SNV. The attack was found to
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Fixed threshold attack model, in which the attacker leverages correlation data, and baselines only flip SNVs. (A) 6=1000, baselines only flip
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Figure 6. Adaptive threshold attack model, in which the attacker lever-
ages correlation data, baselines flip SNVs.K=5, baselines only flip SNVs.

have no impact on DP and RF, so these are omitted from the fol-
lowing plots. Figure 5 presents results in the fixed-threshold set-
ting. Figure 5A shows that the attack has a small impact on the
privacy of MIG and a significant impact on SF and SPG-B, limiting
SF to 77% —80%, and SPG-B to around 75% when baselines flip
SNVs for prediction threshold 6=1000. When baselines mask
SNVs (Fig. 5B), the correlation attack has no impact on SF and
MIG but reduces the maximum privacy achieved by SPG-B to
~73% when 6=-250. In both cases, SPG-LD successfully defends
against the correlation attack, achieving 100% privacy for large
values of w while dominating the baselines.

Figure 6 presents results in the adaptive threshold case, when
K=35 and baselines flip SNVs. As before, the attack affects SPG-B,
SF, and MIG, although to a greater extent in this setting compared
with the fixed threshold model. The privacy achieved by SF drops
to ~22% and that of MIG drops to ~80%. The privacy achieved by
SEM is unaffected by the attack; however, SFM yields much lower
utility than our proposed methods. The privacy achieved by SPG-B
is reduced to ~63% when the attacker uses correlations. The mod-
ified approach, SPG-LD, dominates all approaches in terms of util-
ity. In addition, it raises the privacy to ~88%. However, it fails to
achieve privacy for all individuals, even with very large values of
w. None of the baselines preserve privacy for any individuals solely
by masking SNVs. Therefore, the performance of SPG-LD versus
SPG-B is the same as in Figure 6, such that we do not present
new results for the adaptive threshold setting. For additional ex-
periments with relaxed constraints on the choice of the subset of
SNVs masked M, see the Supplemental Methods, Section G (see
Supplemental Fig. 10).

In the case of AAFs, adding Laplacian noise provides privacy
protections under the assumption that SNVs are independent, al-
though this may not be the case in practice. However, as indicated
above, our results indicate that DP mechanisms are fairly robust to
attacks that leverage correlation in the data in the Beacon case.
Additionally, although correlations in the Beacon case may enable
an attacker to infer the true Beacon response, in the case of AAFs,
only noisy statistics are exposed for the set of SNVs that are not
masked. Thus, we expect SPG-R to also be robust to attacks leverag-
ing correlation information.

Discussion

In this study, we presented a formalization to the problem of find-
ing the optimal privacy-utility tradeoff when defending against
membership-inference attacks on genomic summary releases
(Beacon services and summary statistics), allowing—unlike prior
studies—for the defense to combine masking of SNVs and the ad-
dition of noise to best balance the two while accounting for the rel-

ative cost of adding noise compared with suppressing responses. In
the case of Beacons, we further evaluate an extension of the pro-
posed approach against a more powerful attacker model in which
correlations between SNVs are exploited to infer modified respons-
es. We present a simple, yet principled greedy algorithm for both
release models to discover the best privacy-utility balance that out-
performs prior art, evaluating it against powerful attacks from re-
cent literature. In most cases, our approach outperforms existing
methods in terms of privacy, particularly in the context of the
adaptive threshold attacker, where our approach protects privacy
for nearly all individuals. Our approach preserves privacy in a man-
ner that allows the data to retain the highest utility. Several thou-
sand fewer SNVs are modified by our method in the case of
Beacons. In the case of AAFs, masking a small number of SNVs al-
lows us to add noise that is orders of magnitude smaller than tradi-
tional DP-based methods to achieve a comparable level of privacy.
It should be recognized that our approach does have certain limi-
tations in that it is specific to the MI attacks that leverage an LRT
score. More powerful attacks may be devised that defeat our
approach.
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