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Gene expression data provide molecular insights into the functional impact of genetic variation, for example, through ex-
pression quantitative trait loci (eQTLs). With an improving understanding of the association between genotypes and gene
expression comes a greater concern that gene expression profiles could be matched to genotype profiles of the same indi-
viduals in another data set, known as a linking attack. Prior works show such a risk could analyze only a fraction of eQTLs
that is independent owing to restrictive model assumptions, leaving the full extent of this risk incompletely understood. To
address this challenge, we introduce the discriminative sequence model (DSM), a novel probabilistic framework for predict-
ing a sequence of genotypes based on gene expression data. By modeling the joint distribution over all known eQTLs in a
genomic region, DSM improves the power of linking attacks with necessary calibration for linkage disequilibrium and re-
dundant predictive signals. We show greater linking accuracy of DSM compared with existing approaches across a range
of attack scenarios and data sets including up to 22,288 individuals, suggesting that DSM helps uncover a substantial addi-
tional risk overlooked by previous studies. Our work provides a unified framework for assessing the privacy risks of sharing

diverse omics data sets beyond transcriptomics.
[Supplemental material is available for this article.]

The growing availability of large-scale genomic data repositories
has led to increasing concerns for the privacy of the individuals
from whom the data were collected (Erlich and Narayanan 2014;
Naveed et al. 2015; Bonomi et al. 2020). Although many nations
and organizations have introduced policies and regulations (e.g.,
HIPAA and GDPR) to safeguard the collection, use, and sharing
of personally-identifying information, existing policies often fall
short of providing clear guidance regarding many widely used
types of biomedical data, including genetic sequences and func-
tional genomic data, for which the underlying privacy risks are of-
ten unclear and only beginning to be understood (Clayton et al.
2019; Girsoy et al. 2020, 2021, 2022b; Wan et al. 2022; Hill et
al. 2023). This lack of guidance, particularly for functional geno-
mic data, presents a key challenge for ensuring the protection of
study participants, leaving the possibility for future privacy
breaches that may diminish public trust in the scientific
community.

Transcriptomic data, such as gene expression measurements
broadly shared in databases such as the NCBI Gene Expression
Omnibus (GEO; https://www.ncbi.nlm.nih.gov/geo/) (Barrett
et al. 2010) and ArrayExpress (Athar et al. 2019), are a prominent
example of biomedical data with incompletely understood privacy
implications. Although prior works (Schadt et al. 2012; Harmanci
and Gerstein 2016) have shown that the knowledge of expression
quantitative trait loci (eQTLs)—that is, genetic variants correlated
with expression levels of a gene (referred to as eGenes)—could be
used to extract genotypic information from gene expression pro-
files, the full extent of such leakage largely remains unknown. A
key concern is that a malicious actor may exploit this leakage to
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carry out a linking attack, in which one links an individual’s gene
expression profile to their genotype profile in another data set
(or vice versa), potentially reidentifying the individual’s data and
subsequently associating it with a sensitive attribute such as dis-
ease status.

Linking attacks require some criterion, which we call a match
score function, to score and rank possible candidate matches be-
tween the gene expression and genotype data sets. The core chal-
lenge in accurately assessing the risk of a linking attack is therefore
in devising the best possible match score function that could be le-
veraged by an attacker. Existing proposals for this function suffer
from the key limitation that they account for only a small subset
of (nearly) independent eQTLs as required by the simplified prob-
abilistic models used in those approaches (Schadt et al. 2012;
Harmanci and Gerstein 2016). As we will show, such restrictions
have thus far obscured the extent of genotypic information leak-
age in expression data.

Here, we introduce the discriminative sequence model (DSM),
which jointly models all known eQTLs in a genomic region to en-
able sequence-level inference of genotypes given a gene expression
profile. DSM provides more accurate probability estimates for
each candidate genotype profile originating from the same indi-
vidual as the expression profile by calibrating for both correlation
among genetic variants and redundant eQTL association signals.
Using these probabilities as match scores, DSM leads to substan-
tially greater success in simulated linking attacks than existing
strategies in a wide range of scenarios, including (1) linking an ex-
pression profile against a large-scale candidate genotype set (e.g.,
including 22,288 individuals) representing a population whose
ancestry background differs from the training set, (2) linking
when the membership of the target individual in the genotype
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set is unknown, and (3) linking in the reverse direction, namely,
from a genotype profile to a panel of candidate expression profiles.
Our work provides an essential tool for gaining a deeper under-
standing of privacy risks of transcriptomic data and their linkage
with protected genetic information.

Results
Overview of the DSM

We developed DSM based on the framework of conditional ran-
dom fields (Sutton et al. 2012) to model the conditional distribu-
tion over the genotype sequence given a query gene expression
profile. DSM facilitates linking of samples between gene expres-
sion and genotype data sets by scoring the likelihood of a target ge-
netic sequence belonging to the same individual as the query gene
expression profile (Fig. 1A,B). DSM extends the widely used Li-
Stephens hidden Markov model (HMM) of genetic sequences (Li
and Stephens 2003) to include additional probabilistic factors that
capture the correlation between each eQTL and its corresponding
set of known genes whose expression is correlated with an eQTL
(eGenes). In contrast to existing models, DSM obtains calibrated
probabilities accounting for all known eQTLs and their genotypic
correlations (Fig. 1C,D). We detail our problem setting, threat mod-
el, and existing approaches in the Methods.

DSM incorporates a number of novel strategies for joint mod-
eling of genotypes and gene expression (Methods). First, instead of
defining a generative distribution over gene expression given geno-
types (Schadt et al. 2012; Harmanci and Gerstein 2016), we take a

discriminative approach by parameterizing the distribution over
the unknown genotypes given the observed gene expression.
This obviates the need for restrictive modeling assumptions over
the continuous gene expression space (e.g., normality of expres-
sion levels), instead allowing us to work with discrete genotype
distributions. Second, DSM learns to calibrate the predictive prob-
abilities during training to adjust for linkage disequilibrium
among nearby genetic variants as well as redundant predictive sig-
nals across different eQTLs and eGenes. This feature allows the
model to leverage the full range of information captured by eQTLs
without being limited to a filtered set of independent eQTLs.
Third, DSM introduces eQTL probabilistic factors that are general-
ized to include any number of eGenes for each eQTL rather than
separately considering each eQTL-eGene pair. When considering
genes with correlated expression levels, combining information
across a set of genes can enhance the quality of the predictive
signal. Lastly, we developed an efficient haplotype-based approxi-
mate inference scheme for DSM to enable the use of the sufficient-
ly large reference panels (which are used to capture genotype
correlations) required for accurate prediction.

Overview of our experiments

To evaluate the DSM, we compared the success of linking attacks
based on DSM against that of two published Bayesian linking strat-
egies, which werefer to as Gaussian naive Bayes (GNB) (Schadt et al.
2012) and extremity-based linking (EBL) (Harmanci and Gerstein
2016), described in the Methods. We trained each model on pairs
of genotype and gene expression profiles from the Genotype-Tis-

sue Expression (GTEx) data set (The

GTEx Consortium 2015), which is one
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Figure 1.

Overview of DSM. (A) In our model, we consider the design of a match score function that
quantifies how likely a given pair of gene expression and genotype profiles originated from the same in-
dividual. (B) Such a function can be used by a malicious actor to link individuals across different data sets,
which could lead to the reidentification of a data sample corresponding to the individual. (C) Existing
works investigating this possibility analyzed only a subset of eQTLs (i.e., unshaded nodes, genetic variants
associated with gene expression levels) that are statistically independent owing to model limitations. (D)
We introduce the discriminative sequence model (DSM), which builds upon the standard Li-Stephens
hidden Markov model of genetic sequences to jointly leverage the predictive signals across all known
eQTLs; it incorporates necessary calibration for redundancy and correlation among eQTLs to provide a
more accurate, sequence-level match score. Our modeling approach helps reveal the full extent of geno-
typic information in gene expression profiles to better inform privacy risk assessment.

tween the two data types. Our primary
evaluation setting emulates an attack sce-
nario in which the attacker holds a gene
expression profile of interest and tries to
identify a genotype profile from the
same individual from a pool of candidate
genotype profiles in another data set. To
this end, we independently assigned the
best-matching genotype profile to each
gene expression profile using each
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Table 1. DSM links more individuals in GTEx cross-validation data sets

Method Candidate set Chr 19 Chr 20 Chr 21 Chr 22 All four chromosomes
GNB GTEx holdout 125 (90.6%) 41 (29.7%) 33 (23.9%) 73 (52.9%) 136 (98.6%)

EBL GTEx holdout 126 (91.3%) 43 (31.1%) 34 (24.6%) 76 (55.0%) 134 (97.1%)
DSM GTEx holdout 135/138 (97.8%) 87 (63.0%) 65 (47.1%) 60 (43.5%) 138 (100%)

The training set and test set are sampled without overlap from the GTEx data set. DSM links every individual in the test set (138) when combining all
four chromosomes, as well as a larger fraction of individuals on all but one chromosome individually. Boldface text highlights our method (DSM) and

the best linking accuracy in each column.

method and measured the overall accuracy of the attack by the
number of individuals for whom we could correctly link their
gene expression profiles to their genotypes. As we show below,
we considered a range of attack scenarios and different choices of
the candidate set to assess the robustness of our method. We eval-
uated the methods on Chromosomes 19 to 22.

Note that, after observing EBL’s poor performance in our ex-
perimental setting (owing to relatively few SNPs per chromosome
satisfying EBL’s extremity thresholds; see Methods), we instead an-
alyzed our extension of EBL, where EBL collapses to GNB for genes
with nonextreme expression values. We observed that this hybrid
model outperforms the original EBL model, which relies only on
predicted genotypes based on extreme gene expression values
(see Supplemental Fig. S1). Hyperparameters for EBL and GNB
such as the extremity threshold and eQTL-eGene correlation
threshold are optimized via a grid search, and the optimal choice
of parameters was used to consider the best-case performance for
each method.

DSM links more individuals than previous approaches

We first considered the setting in which the training and test data
sets are both sampled from the same data set cohort. Such a sce-
nario may occur when an attacker obtains access to training data
consisting of individuals from the same population as the target
individuals. For this analysis, we used a subset of gene expression
and genotype profile pairs of 450 individuals in the GTEx muscle
tissue data set (The GTEx Consortium 2015) for training and tested
the linking accuracy on a nonoverlapping, held-out set of 138 in-
dividuals also from GTEx.

DSM was able to link all 138 test individuals using all four
chromosomes and 135 using Chromosome 19 alone (Table 1).
Although GNB and EBL also correctly link most individuals (136
and 134 out of 138, respectively) using all four chromosomes,
when using a single chromosome, DSM’s linking accuracy is great-
er for all but one chromosome tested (22), suggesting that DSM is
able to make better use of limited predictive signals. The perfor-

mance gap is especially pronounced for Chromosomes 20 and
21: for Chromosome 20, GNB, EBL, and DSM correctly linked
41, 43, and 87 individuals, respectively.

DSM enhances cross—data set linking accuracy

We next assessed our method in the setting in which there is a mis-
match between the populations of the training data set and the tar-
get data set. Here, we used all 588 pairs of gene expression and
genotype profiles available in GTEx for training. For the test data
set, we used gene expression and genotype profiles of 292 individ-
uals in the Finland-US Investigation of NIDDM Genetics
(FUSION) data set (Ghosh et al. 2000). The gene expression data
in FUSION are also obtained from muscle tissue. Notably, there
is some ancestry mismatch between GTEx and FUSION, because
individuals in the GTEx data set were recruited in the United
States and thus were expected to have limited representation of
Scandinavian ancestry, in contrast to FUSION, which includes
only Finnish individuals. We used the same eQTL set and the
HRC reference panel for DSM as the previous analysis, except the
latter now excludes any overlap with both GTEx and FUSION.

Using DSM, we were able to link 289 of 292 individuals from
Chromosome 19 alone (Table 2). Compared with that of GNB and
EBL, our improvement is most clear on chromosomes with fewer
eQTLs, such as Chromosome 21 (fewest eQTLs of four chromo-
somes, including around 11,000), where the DSM correctly links
110 individuals and GNB and EBL link 34 and 36 individuals, re-
spectively. All three models are able to link >99% of individuals
when combining all four chromosomes, but DSM provides greater
linking accuracy on all four chromosomes individually.

To evaluate the ability of each method to distinguish the true
match from a larger set of candidates, we next added 292 addition-
al genotype profiles (584 phased haplotypes) from the GOT2D
consortium data (Flannick et al. 2019), of which FUSION is a sub-
set, to the set of candidate genotype profiles for linking. In this sce-
nario, we expect the set of individuals still correctly linked to be a
subset of those linked in the previous experiment based only on

Table 2. DSM enhances linking accuracy in a test population different from the training data set

Method Candidate set Chr 19 Chr 20 Chr 21 Chr 22 All four chromosomes
GNB FUSION 247 (84.6%) 74 (25.3%) 34 (11.6%) 162 (55.5%) 290 (99.3%)
EBL FUSION 255 (87.3%) 80 (27.4%) 36 (12.3%) 166 (56.8%) 290 (99.3%)
DSM FUSION 289/292 (99.0%) 188 (64.4%) 110 (37.7%) 241 (82.5%) 292 (100%)
GNB FUSION + GOT2D 224 (76.7%) 56 (19.2%) 17 (5.8%) 99 (33.9%) 286 (97.9%)
EBL FUSION + GOT2D 234 (80.1%) 63 (21.6%) 16 (5.5%) 111 (38.0%) 289 (99.0%)
DSM FUSION + GOT2D 280/292 (95.9%) 88 (30.1%) 52 (17.8%) 143 (49.0%) 292 (100%)

When linking individuals in the FUSION data set with models trained on the GTEx data set, we are able to link more individuals than previous methods,
with the exception of one chromosome. When we add an additional 292 target genomes from the GOT2D consortium to the candidate set (FUSION +
GOT2D), our accuracy improvement becomes more pronounced. Boldface text highlights our method (DSM) and the best linking accuracy in each

column, separately for each candidate set considered.
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Figure 2. Linking based on DSM remains accurate with larger candidate genotype sets. The plots depict how the linking accuracy of each method for
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Chromosomes 19-22 and all four chromosomes combined to show performance on different sets of eQTLs. We add the same set of additional candidate
samples for each chromosome. Each step corresponds to one individual unlinked. DSM remains accurate for most target individuals, even as more candi-

date genotype profiles are added.

FUSION, because increasing the number of candidates only makes
the match score of the true link less likely to be the best score.

Our results show that DSM is still able to link all 292 individ-
uals combining the four chromosomes (Table 2; Fig. 2). The accu-
racy of GNB and EBL was substantially reduced by the additional
candidates, for example, resulting in 17 and 16 correctly linked in-
dividuals, respectively, for Chromosome 21 compared with 52 by
DSM. This drop in linking accuracy is observed even for a modest
number of added samples (Fig. 2). With just 100 additional sam-
ples, GNB and EBL newly miss at least 10 individuals on three of
the four chromosomes.

DSM extracts stronger identifying signals from gene
expression

To gain a deeper insight into DSM’s robust performance on larger
sets of candidate genotype profiles, we aimed to assess the gap in
the match score between the true match and the remaining mis-
matching pairs. Intuitively, if the gap is large, then we should ex-
pect the model to remain accurate for longer as additional samples
are added to the candidate set, as it would be less likely that ran-
dom samples of other individuals’ genotype profiles will result in
match scores as extreme as the true match.

To assess this gap, we modeled the null distribution of match
scores for each of the three models (see Supplemental Note S1),
which allowed us to compute the P-value representing the strength
of the identifying signal of each matching x” and e®. Although
all three models were able to separate the matching pair from
the mismatching pair for >99% of individuals in FUSION (Table
2) with low P-values, DSM was able to generate a lower P-value
for 229 (78.4%) and 239 (81.8%) individuals compared with
GNB and EBL, respectively, suggesting greater separation of the
true match (Fig. 3A-C).

This result explains our stronger performance when adding
extraneous GOT2D genomes; one can imagine adding new
GOT2D genomes as sampling from the null match score distribu-
tion, so if the P-value of the correct match is lower, more samples
must be generated to find a mismatching pair with a better score
than the true match. We observed lower P-values for DSM also
based on a larger candidate set including GOT2D individuals (see

Supplemental Fig. S2). These results indicate that DSM more sharp-
ly separates the matching pair from mismatching pairs.

Finding the needle in a haystack: DSM enables linking against
massive candidate genotype sets

We set out to test whether a linking attack based on the DSM is fea-
sible even on a large-scale candidate genotype set including tens of
thousands of individuals. This represents a plausible attack sce-
nario in which the attacker takes a target gene expression profile
and searches against one of a growing number of large biobank-
scale genomic data sets in which the individual may be known
to be included. In such a scenario, a large number of nonmatching
genotype profiles must be distinguished from the true match in or-
der to obtain a correct link.

To this end, we selected a total of 21,996 genotype profiles
(43,992 phased haplotypes) from HRC that did not overlap with
FUSION, GTEx, or the DSM reference panel and additionally in-
cluded this cohort as part of the candidate set together with the
FUSION individuals. We observed that DSM displays remarkable
robustness to such large data sets, linking 260 of 292 FUSION indi-
viduals (89.0%) compared with just 129 (44.1%) and 147 (50.3%)
by GNB and EBL, respectively, for Chromosome 20 (Table 3;
Fig. 4B). When combining all four chromosomes, DSM linked
273 (93.5%), notably more than 267 (91.4%) and 260 (89.0%)
for EBL and GNB, respectively (Table 3; Fig. 4A). Similar gaps
were observed for all chromosomes individually (Supplemental
Fig. S3).

Furthermore, testing the linking attack on a much larger can-
didate set allowed us to validate our model-based P-values, calcu-
lated on a subsampled candidate set (including 500 individuals)
using our model of null distribution (Supplemental Note S1), by
comparing them to the empirical P-values calculated on the full
candidate set (Fig. 4C). Increasing noise is expected at the tail of
the distribution given the large sample size requirements for em-
pirically estimating small P-values. Nevertheless, the high concor-
dance between the model-based and empirical P-values (Pearson
R? of 0.89, log-transformed) provides further evidence that the en-
hanced identifying signals obtained by DSM (as measured by the
P-values) truly reflect more robust linking performance in general.
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Additional linking attack scenarios

We thus far have evaluated the accuracy of linking attacks when
the genotype profile of the same individual as the query gene ex-
pression profile is included in the target data set. In an attack sce-
nario in which the membership of the matching individual in the
target data set is unknown to the attacker, the attacker must make
an additional decision about whether to draw a link between an
expression profile and the top-matching genotype profile. For in-
stance, this can be achieved by imposing a threshold on the match
scores such that only the high-confidence links above the thresh-
old are called. To assess the performance of DSM in this setting, we
performed a holdout experiment based on the expanded FUSION
data set (with 22,288 candidate genotype profiles), in which the
matching genotypes of half of the query expression profiles (146
out of 292) were excluded from the target set before the linking
procedure. For each method, we evaluated the linking results
across a range of match score thresholds with respect to the stan-
dard performance metrics for binary classification, such as false-
positive rate (FPR), precision, and recall, which we adapted for
the linking problem (see Supplemental Note S2).

Our results show that linking based on DSM provides a signif-
icantly better tradeoff between identifying true matches and min-
imizing false positives compared with EBL and GNB (Fig. 5). For
example, we observed that the FPR (the proportion of query ex-
pression profiles without any matching genotypes that were incor-
rectly linked) of our linking approach is small (<1%) when
identifying half of the true matches with top-match scores, indi-
cated by a true-positive rate (TPR) of 50% (Fig. 5A). Naturally, iden-

tifying more true matches leads to a higher FPR (e.g., a FPR of 8%
for a TPR of 80%). In contrast, EBL and GNB led to substantially
higher FPRs for the same TPR; for example, for a TPR of 80%,
they obtained a FPR of 35% and 34%, respectively. In agreement
with these observations, DSM obtained a greater AUROC metric
(0.887) than both EBL (0.809) and GNB (0.799). We observed a
similar improvement of DSM in terms of the tradeoff between
the precision and recall metrics across different match score
thresholds (Fig. 5B).

We next investigated another relevant attack scenario in which
the attacker holds a genotype profile and wishes to match to a gene
expression profile in the target data set. We refer to this as reverse
linking to distinguish it from our main attack scenario. In this set-
ting, the attacker could directly leverage an existing method for pre-
dicting gene expression from genotypes to compare with the
candidate expression profiles. To this end, we compared our meth-
od—using the same scores from DSM as before but performing link-
ing in reverse—against linking based on MetaXcan (Barbeira et al.
2018), a state-of-the-art method for gene expression prediction.
We considered two different match scores for MetaXcan: Pearson
and Spearman’s correlation coefficients between the predicted and
observed expression profiles. Training the models on the GTEx
muscle-skeletal data set and evaluating reverse linking on the
FUSION data set, we observed near-perfect linking accuracy for
DSM when combining all four chromosomes (291/292), substan-
tially more accurate than MetaXcan-based linking (Pearson: 171/
292, Spearman’s: 97/292) (see Supplemental Table S1). For individ-
ual chromosomes, reverse linking was generally less accurate than
our original results in the forward direction based on DSM (Table

Table 3. DSM robustly links individuals in massive candidate genotype sets

Method Candidate set Chr 19 Chr 20 Chr 21 Chr 22 All four chromosomes
GNB FUSION +HRC 129 (44.1%) 4 (1.4%) 1 (0.3%) 27 (9.2%) 260 (89.0%)

EBL FUSION +HRC 147 (50.3%) 9 (3.1%) 1 (0.3%) 31 (10.6%) 267 (91.4%)

DSM FUSION +HRC 260/292 (89.0%) 19 (6.5%) 11 (3.8%) 38 (13.0%) 273 (93.5%)

When the expanded candidate genotype set including the HRC cohort contains approximately two orders of magnitude more individuals (22,288)
than the original FUSION data set (292), DSM consistently links more individuals than EBL and GNB across all four chromosomes. Boldface text high-

lights our method (DSM) and the best linking accuracy in each column.
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Figure4. DSM enables linking on massive candidate genotype sets and provides a measure of identifying signals from gene expression data. We included
an additional 21,996 HRC individuals in the candidate genotype set to evaluate linking accuracy on massive data sets. (A) Combining all four chromosomes,
DSM links 94% of individuals. Each curve represents an average across 10 random permutations of the HRC individuals. (B) DSM'’s substantial accuracy
improvement is observed for each chromosome, as depicted here for Chromosome 20. Plots for other chromosomes are provided in Supplemental
Figure S3. (C) A strong correlation is observed between the empirical P-values of true matches and our model-based estimates on a random subset of
500 individuals, suggesting that our P-values provide a calibrated measure for assessing our method’s accuracy on larger candidate sets. The minimum
empirical P-value (1/22,287), or equivalently maximum negative log P-value, is highlighted with the dashed gray line.

2), but DSM still obtained greater linking accuracy than MetaXcan.
We hypothesize that the reduced accuracy of reverse linking is ow-
ing to the greater impact of noise (both biological and experimental)
in gene expression profiles on reverse linking, because a large num-
ber of expression profiles are jointly considered to determine the
match for each query genotype profile.

Discussion

We have shown that existing models for transcriptomic linking at-
tacks overlook a substantial number of predictive signals captured
by eQTLs. Our discriminative sequence model (DSM) poses the link-
ing attack as a sequence-level probabilistic modeling problem,
one in which the attacker jointly predicts the entire genotype se-
quence instead of independently predicting each eQTL. Our re-
sults show that DSM reveals greater linking attack risk than
previous methods over a range of evaluation settings, including
cross—data set prediction and linking attacks involving a massive
candidate set. We also illustrated how the P-values calculated
based on the match score distributions can be a proxy for the
strength of identifying signals captured by the model, representing
a promising new approach for quantifying privacy risks.

Our framework unifies QTL privacy analyses, because it al-
lows joint prediction of genotypes from any source. It would be in-
teresting to explore incorporating other sources of phenotypic
data that could leak genotype information into the DSM, includ-
ing protein abundance (pQTLs) (Hill et al. 2023), methylation
(mQTLs) (Gaunt et al. 2016; Backes et al. 2017), and allele-specific
expression (aseQTLs) (Glirsoy et al. 2021). Another promising di-
rection would be extending the DSM formulation to the coexpres-
sion of genes conditional upon eQTLs, which has been used by
other models (Gamazon et al. 2015; Gusev et al. 2016).

There are a few limitations of our work. Training the DSM re-
quires substantial memory (75 GB) and time (~6 h) per window.
These requirements depend on the size of the eQTL window and
reference panel size (see Supplemental Fig. S4). In contrast, both
EBL and GNB can be trained with minimal time and memory re-
quirements. However, once trained, DSM performs matching

with far less memory (12 GB) and time (~5 min) than required
for training, resulting in less than a day of runtime for the large-
scale matching we showed with 22,288 individuals. Also, for as-
sessing the risk of linking attacks, it may be desirable to consider
an adversary with large computational resources.

Although our work reveals that gene expression data contain
more identifying information than previously known, we ac-
knowledge that further investigation is needed to ascertain the
real-world implications of our findings in the context of existing
transcriptomic databases. For instance, when the target genotype
set does not include the individual associated with the gene ex-
pression profile, the risk of a successful linkage is reduced as only
the matches with especially high match scores can be called
with sufficiently low false detection error, as we illustrated in our
experiments (see section “Additional linking attack scenarios”).
Furthermore, there are other key factors that modulate the success
of potential linking attacks, including ancestry, assay platform for
gene expression measurements, and the tissue of origin of the sam-
ples. When the target set is different than the training set in these
aspects, eQTL-based linking may have reduced accuracy but would
still remain feasible (Harmanci and Gerstein 2016). Thus, an ap-
propriate level of protection for gene expression data would ulti-
mately depend on the specific setting of the data set as well as
the availability of other public data resources that could be jointly
leveraged for an attack.

Beyond standard access control mechanisms, other tools for
consideration to enhance data protection include data sanitiza-
tion (Harmanci and Gerstein 2018; He et al. 2020; Yilmaz et al.
2020; Ye et al. 2022; Zhang and Bonomi 2022; Giirsoy et al.
2022b), differential privacy (Tramer et al. 2015; Almadhoun
et al. 2020; Chen et al. 2021), and secure analysis and storage
platforms (Lambert et al. 2018; Dokmai et al. 2021; Froelicher
et al. 2021; Cho et al. 2022; Giirsoy et al. 2022a). Investigating
the use of these techniques to provide meaningful mitigation
of the risks illustrated in our work, while maintaining the scien-
tific utility of sharing genomic and transcriptomic data, is an im-
portant next step. All these efforts lay the foundation for secure
sharing of omics data.
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Figure5. DSM leads to fewer false positives when linking individuals with unknown membership in the target genotype set. When it is unknown whether
the individual associated with a query expression profile is included in the target data set, a match score threshold can be used to draw links only for scores
greater than the threshold. The choice of this threshold determines the tradeoff between detecting true matches and avoiding spurious links. Receiver-
operating-characteristic (ROC) curves (A) and precision-recall curves (B) illustrating this tradeoff are shown for DSM, EBL, and GNB, evaluated on the ex-
panded HRC data set with 22,288 individuals. The average AUROC and AUPRC metrics are reported in parentheses for each method. Full descriptions of the
relevant evaluation metrics (e.g., true-positive rate and false-positive rate) are provided in Supplemental Note S2. The curves are averaged over 100 trials of
the holdout experiment in which the genotype profiles of a random half of FUSION individuals were excluded from the target set before each trial of the
linking procedure to assess false detection error. DSM outperforms previous methods in finding more true matches while minimizing the number of in-

correct links for individuals without a match.

Methods

Problem description and threat model

We consider the setting in which a malicious actor (attacker) wish-
es tolink an individual’s gene expression profile to his or her geno-
type profile in a different data set (Schadt et al. 2012; Harmanci
and Gerstein 2016). Both gene expression and genotype data could
be either acquired from a public repository or accessed through an
authorized channel. In common data sharing scenarios, both
types of data are provided without explicit personal identifiers;
however, they may include clinical and demographic attributes
deemed necessary for the respective studies. These additional attri-
butes, when combined between the two data sources, may lead to
the reidentification of individuals even when their identity is not
known to the attacker (Sweeney 2000). Studies have also shown
that the genetic sequence by itself can be a sufficient identifier
when it is searched against public genealogy databases (Gymrek
et al. 2013; Erlich et al. 2018). These findings illustrate a plausible
threat of reidentification when a gene expression profile is linked
to the corresponding genetic sequence.

The goal of the attacker is to use a match score function that,
given a query gene expression profile, scores all target genotype
profiles as possible links based on some criterion. We consider
this function to be the attacker’s most important tool, which
must be learned properly in order to successfully carry out a linking
attack. We thus assume that a motivated attacker will obtain access
to a few additional data sets for learning the match score function,
including (1) a publicly available list of known eQTL associations
(e.g., in the GTEx Portal) (The GTEx Consortium 2015), (2) a train-
ing data set of genotype and gene expression profile pairs, and (3) a
set of genetic sequences (without associated gene expression data)
for modeling genotype distributions. We note that the latter two
data sources are commonly available in existing data repositories
(e.g., the NCBI database of Genotypes and Phenotypes [dbGaP;
https://www.ncbi.nlm.nih.gov/gap/]) (Tryka et al. 2014) and are
generally growing in size and availability. Although data use agree-
ments for public repositories typically disallow attempts for rei-
dentification, it is worth noting the attacker could use these
additional sources only to train a match score function and not

to reidentify individuals in those data sets. Moreover, without clear
mechanisms for data provenance and for detection of a breach of
agreements, it is plausible that an attacker could use these data sets
without repercussions.

For the purpose of comparing the effectiveness of different
match scores, we primarily consider the setting in which the at-
tacker knows that a given query gene expression profile matches
one of the genotype profiles in the target data set. In practice,
the attacker may not know the membership of the individual in
the target data set and thus might need to make an additional de-
cision about whether the best possible match found truly repre-
sents the same individual (e.g., by imposing a minimum
threshold on the match score). In the section “Additional linking
attack scenarios,” we also address the performance of our method
in this setting, as well as for the closely related problem of match-
ing a genotype profile across a set of candidate gene expression
profiles (i.e., linking in the opposite direction from that of our
main setting).

Notation and definitions

We first provide a formal definition of the transcriptomic linking
problem. The attacker has access to two data sets Dx and Dg, which
correspond to a data set of genotypes and gene expression profiles,
respectively. We let each x? € Dy be a phased genotype profile
over biallelic variants (a pair of haplotypes); that is, x®e{(0, 0),
0, 1), (1,0), (1, 1)}V, where Vis the number of variants considered.
Any unphased genotype data set can be preprocessed using stan-
dard phasing algorithms to obtain a phased data set (e.g., Loh
et al. 2016; Delaneau et al. 2019; Browning et al. 2021). Each
e) € Dy is a vector of gene expression level measurements ob-
tained via microarray or RNA sequencing experiments; that is,
e”eRY where G is the number of genes (e.g., around 20,000).
For each individual gene expression profile e?) € Dg, the at-
tacker scores all candidate genotype profiles x € Dy according
to some match score function M(x®, e?). This function must re-
turn a high match score if x” and e are collected from the
same individual; a low score, otherwise. It is natural to use a prob-
abilistic interpretation for M such that M(x®, e?) = p(x?|e®)
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(or p(e?|x?)), because this represents the probability of observing
the target genotype given the query gene expression vector (or vice
versa). As previously described, we assume that the attacker trains
the match score function M based on an independent training
dataset D' = {(x'?, ¢ ?)}¥ ,, including matching pairs of genotype
and gene expression profiles. With this formulation, obtaining a
suitable M thus becomes a statistical learning problem, in which
the attacker optimizes the parameters of M to maximize the likeli-
hood p(x’(i)|e’(i’) over the training data set and then relies on the
generalization of M to perform linking between the target data
sets Dx and Dg.

Review of previous linking approaches

Previous works have shown that using a learned model to define
the match score function M can provide the ability to predict geno-
types based on gene expression (Schadt et al. 2012; Harmanci and
Gerstein 2016). These works leverage a set of genetic variants,
called eQTLs, whose genotype values are correlated with the ex-
pression levels of a gene and thus can be predicted given a gene ex-
pression profile.

GNB approach (Schadt et al. 2012)

From here onward, x (of length V) refers only to the eQTL subset of
the genotype profile. Also, let Q(s) C [G] denote the set of genes as-
sociated with eQTL s, and ey, denote the corresponding subset of
e. Schadt et al. 2012 begin by observing

px?1e?) o pe?x)px?), M

by Bayes’ theorem. To simplify the prediction, they further make
an independence assumption across eQTLs to express p(x V|e”) as
a product of probabilities for individual eQTLs:

%4 . \%4 i . )
pxP1e?) = [ pxP1ed ) o< [ pledy x?) - px®).  (2)
s=1 s=1

The final expression is used as the match score with additional
heuristics for normalization. Both probability terms in the score
are estimated on the training data: The conditional distribution
over gene expression p(eq)|X;) (with a singleton Q(s) in the setting
of Schadt et al. 2012) is parameterized as a Gaussian distribution
N (u,, o5) with mean y, and standard deviation o,, whereas the pri-
or distribution p(x{) is determined by the genotype frequencies.
We refer to this approach as Gaussian naive Bayes (GNB), given
the Gaussian conditional distribution and the factorization based
on independence assumption, which is analogous to naive Bayes
classifiers.

EBL approach (Harmanci and Gerstein 2016)

Given the noisy nature of gene expression measurements, the
strongest predictive signals often lie in the extreme values of
gene expression levels, for which a Gaussian model may not lead
to reliable probability estimates. Harmanci and Gerstein (2016) le-
verage this insight to develop an alternative linking strategy that
directly uses extreme gene expression values for prediction.
Specifically, they set p(xﬁ’)le&)) =1 (considering only singleton
Q(s)), for xﬁ’) = (0, 0) or (1, 1) depending on the direction of asso-
ciation, when (1) € 18 sufficiently “extreme” according to its em-
pirical distribution and (2) x; and ey, are strongly correlated, for
suitable thresholds for extremity and correlation. The match score
is then computed by comparing the predicted genotypes and the
given candidate genotype profile.

Limitations and other related works

Both GNB and EBL approaches treat each SNP independently.
To ensure that this assumption is justifiable, the set of eQTLs
used by previous models is pruned to a smaller set of mutually
independent eQTLs. However, this approach omits all other
eQTLs, which collectively provide far richer information about
the genotypes than a pruned set would provide, as we show in
our work. Simply including all eQTLs in the prediction, disregard-
ing the correlations and redundant predictive signals, lead to poor
predictive performance owing to miscalibrated probabilities (see
Supplemental Fig. S5), which necessitates our new modeling
approaches.

Other works have explored reidentification attacks based on
sparse and noisy genotypes (e.g., those obtained from a coffee
cup), where a HMM is used to infer matches while considering
the haplotype structure (Emani et al. 2021). These works leverage
the key insight that higher-order correlations (LD) exist between
SNPs and that recombination modeling enables more accurate pri-
vacy risk estimation in these scenarios (Samani et al. 2015;
Deznabi et al. 2018). Although our work is motivated by a similar
insight, unlike the existing works, we introduce an end-to-end
learning framework for sequence-level prediction of genotypes
based on weak statistical signals from nongenotypic data and
show the effectiveness of this approach on gene expression data.
Furthermore, acquiring calibrated probabilities for target geno-
types is a challenging, yet important task for risk quantification
and is uniquely addressed by our work.

Our novel approaches for predicting genotypes from gene
expression

Here, we summarize the modeling techniques we newly leverage
to improve upon the existing models of genotype prediction based
on gene expression.

Discriminative probabilistic modeling

Recall that our goal is to learn a match score function M(x, e) in
terms of p(x|e) to obtain a ranking over candidate genotype pro-
files x given a particular expression profile vector e. As we de-
scribed, existing methods use the relation p(x|e) xp(e[x)p(x) to
instead model the conditional distribution over expression given
genotypes. This is considered a generative approach to probabi-
listic modeling, in which the prediction is made by hypothesizing
different values of the unobserved variable (x) and choosing one
that most likely has generated the observed data (e). However,
because e is high-dimensional and has a continuous domain,
any parameterization of p(e[x) must make strong assumptions
about its distribution (e.g., normality), which most likely introduc-
es inaccuracies. Also, when multiple genes are associated with an
eQTL, modeling the joint distribution p(eq)|x;) is expected to
be even more challenging; this, in part, explains why previous
works only considered single-gene settings. Instead, we adopt a
discriminative approach, whereby the target distribution p(x|e)
is directly parameterized and learned. This obviates the need to
model the distribution over e, significantly simplifying the prob-
lem. In addition, x is a vector of discrete values, which requires
fewer parametric assumptions.

Capturing genotype correlations

Previous models assumed that p(x | e) could be factorized into inde-
pendent probabilities for each eQTL, that is, [ ] sp(Xs|eq(s)), which
allows each term to be estimated and calculated independently.
However, this requires pruning of correlated eQTLs, resulting in
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a smaller set of eQTLs to use for prediction and obscuring the true
extent of genotypic information leakage. To address this chal-
lenge, we incorporate the Li and Stephens’ model of haplotype se-
quences (Li and Stephens 2003), based on a HMM, as the backbone
of our probabilistic model for p(x | e). Note that the HMM defines a
probability distribution over a haplotype sequence, viewing it as a
mosaic copy of a collection of haplotype sequences in a reference
panel. At each genomic position, there is a probability of crossing
over to a different reference haplotype to copy from, which repre-
sents the recombination process. This model component thus cap-
tures the correlation (i.e., linkage disequilibrium) structure among
nearby eQTLs, allowing us to make predictions that correctly ac-
count for this structure while considering all eQTLs.

Going beyond single-gene predictions

Another shortcoming of previous models is that they could only
consider single eQTL-eGene pairs at a time, that is, p(eq)|Xs)
with a singleton Q(s). In reality, multiple genes can be associated
with a particular eQTL, and the full set of associated genes may
provide richer and more accurate information about the genetic
variant than only considering the most significant gene. For exam-
ple, one could reduce the experimental noise in gene expression
data by averaging information across correlated genes. Our model
allows any number of genes to be used in calculating the predictive
signal for a particular eQTL, captured by the following probabilistic
factor in our model, instantiated for each eQTL s:

by (Xs, €Q(s); s, B;) = o(Xs; as, B.Z-eQ(x))- 3)

This component allows us to include an arbitrary number of genes
in the partial prediction of x, (further refined through the global
model) without overly increasing model complexity.

Discriminative sequence model (DSM)

We newly introduce DSM, a probabilistic graphical model that en-
ables joint prediction of x from e by combining the insights de-
scribed above. More precisely, we model the conditional
distribution p(x|e) as a conditional random field (CRF) (Sutton
etal. 2012), including probabilistic factors capturing genotype cor-
relations as well as genotype—expression associations given by the
eQTLs. A graphical representation of DSM is provided in
Supplemental Figure S6.

We denote the two haplotypes of x as h™ (maternal) and h”
(paternal). DSM models the prior over each haplotype using the Li
and Stephens’ HMM (Li and Stephens 2003; Rubinacci et al. 2021)
with respect to a given reference panel. The HMM includes a chain
of hidden states z™ and z* (for h”” and h?, respectively), which indi-
cate, at each position, the index of reference panel haplotype from
which the observed genotype is copied with a small probability of er-
ror; this copying distribution is captured by an emission factor, e(h;|
z,)ss, which relates the probability of the observed genotype at posi-
tion s (h,) conditioned on the indexed reference panel haplotype at
that position (z;). Each adjacent pair of hidden states are related
through a transition factor, 1(z,|z,_1), which defines the probability
of crossover between the haplotypes at positions s — 1 and s based
on position-specific recombination rates (Loh et al. 2016). In addi-
tion to these two groups of factors that make up the pair of HMMs,
DSM introduces a QTL factor ¢, for each eQTL s, capturing the
dependence between the eQTL genotype and the expression levels
of one or more genes, as defined in Equation 3.

The full joint probability distribution (conditional and
unnormalized) can be written as

Posm(x = (0", h?), 2", 7" |e)

= pHMM(hm; z")- pHMM(hp , 2 i’QTL(X\e)/ 4)

where

\%4
P (W™, 27) = 72 - e 120 [ ] 2120 ) - e(h |20, )
s=2

\4
Ponxle) = [ | (x5, eq), (6)
s=1

and pyvm(h?, zP) defined analogously to paviv(h™, 2™). & repre-
sents the prior distribution over the first hidden state, typically a
flat (uniform) prior.

To apply the model, we wish to compute the marginal distri-
bution over x to use for the match score:

Posu(xle) = Z Posu(x, 2", 2le). (7)
znz

We observe that this integration can be computed efficiently using
an extension of the forward-backward algorithm commonly used
for inference over HMMs (Browning and Browning 2007; Collins
2013; Rubinacci et al. 2021). This is achieved by considering each
¢s as a noisy observation of the corresponding genotype variables
h" and K¢ and by incorporating them into the sequential belief up-
dates along with the emission factors in the original algorithm. We
provide the details of this algorithm in Supplemental Note S3.

Haplotype approximation

Given the quadratic state space at each position when jointly con-
sidering z™ and z?, the aforementioned inference procedure can
be computationally expensive given a large reference panel.
Using a large panel is necessary to accurately model the linkage dis-
equilibrium patterns. Thus, we introduce the following modifica-
tion of the QTL factors:

bs(Xs, €q(s) = (N, eqs) - ds(HE, eqs)).- ®)

Intuitively, this approximates the predictive signal with a haplo-
type-specific effect that is equally applied to both haplotypes of
the genotype profile. We then define

P, eqee) =" - olas + Bl eq) + (1 — 1) - (1 — o(as + BT eqqy)),
©

and analogously for qﬁs(h‘; , €q(s)), Where o denotes the sigmoid

function. The learnable parameters o, and B, are shared between

the two haplotypes. The consequence of this modification is
that now we have the factorization

|4 |4
Z)QTL(xle) = (l_[ ¢s(h§'"r eQ(S))) . (l_[ & (hfl eQ(S)))
s=1 s=1

= pQTL(hm le)- pQTL(hple)- (10)
This fully decouples the two haplotypes and allows us to express

f’DSM(xle) = ?DSM(hm|e) . pDSM(h”e)/ (11)

where each term is computed using the aforementioned forward-
backward algorithm at the haplotype level. This reduces the overall
runtime and memory requirements from quadratic to linear in the
number of reference haplotypes, enabling us to leverage larger ref-
erence panels. Similarly, we obtain a memory requirement linear
in the number of eQTLs considered (see Supplemental Fig. S4).

Joint learning of QTL factors

DSM provides a way to compute the probability of observing geno-
types x given an expression profile e, in which the adjustments
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informed by eQTLs are encoded by the ¢ factors. To ensure that the
¢ factors are calibrated with respect to redundant predictive signals
and genotype correlations, we jointly learn all ¢ factors to directly
maximize ppsv(x V|e ?) across all matching pairs (x ”, ¢ ¥) in the
training data set. This is in contrast to splitting the learning proce-
dure to first separately training ¢, for each s to predict individual
eQTLs and then using these predictions to compute a sequence-
wide matching score, an approach followed by all of the existing
works to our knowledge (Schadt et al. 2012; Harmanci and
Gerstein 2016). Neglecting the dependence among different
eQTLs while combining their predictions can lead to miscalibrated
scores with poor predictive performance (see Supplemental Fig.
SS5).

Match score function

For evaluating the linking performance of DSM, we use the follow-
ing match score:

M(x, €) = Ppgy(x/€)/ pravm (X). (12)

The rationale for normalizing the output of DSM by prnvm(X) is as
follows. Because we take a particular expression profile eand match
itacross candidate x’s, p(e|x) is our desired choice for the score so as
not to bias the match toward x’s that are more likely just based on
the prior. Note that p(e|x) = ppsm(x|e)p(e) / puvm(X), and because
p(e) and the normalization factor for pp,,(x|€) are constant givena
fixed e, this is equivalent to matching using the above score M.

Implementation details

We implemented the forward-backward inference algorithm for
DSMs in PyTorch (Collins 2013), leveraging the automatic differ-
entiation features and the Adam optimizer for parameter learning.
We set our learning rate to 0.025 and number of epochs to 50 based
on cross-validation, which was performed on a sample window of
750 eQTLs and by holding out a subset of 58 GTEx individuals (out
of 588) for validation. Selected hyperparameters were used on the
full GTEx data set for all our experiments. For parallelization, we
trained a separate DSM for each genomic window of 750 eQTLs
with 75 GB RAM and 4 CPUs for a runtime of ~8 h. The evaluation
of runtime and memory scaling with respect to window size and
reference panel size is provided (see Supplemental Fig. S4).

For the baseline methods (GNB and EBL), we implemented
the pruning of eQTLs by greedily selecting the most significant
eQTL (as reported in the training data set) and then removing
any other eQTLs that are correlated with it. The choice of correla-
tion threshold was a hyperparameter we optimized, and we found
that removing eQTLs with correlation greater than 0.1 to the sig-
nificant eQTL consistently led to best linking accuracy on
FUSION individuals. We thus adopted this threshold for compari-
son with our approach. Correlation was calculated as the Pearson
correlation coefficient of observed genotypes between each pair
of eQTLs in the training set.

For EBL, we additionally optimized the eQTL-eGene correla-
tion threshold (for determining the inclusion of eQTLs) and the
extremity threshold (for assinging extreme gene expression levels
to the corresponding homozygous genotypes) over the range of
values considered in the software provided by the original publica-
tion. Notably, the original approach evaluates the linking perfor-
mance for fixed thresholds and does not require a separate
training phase. Nevertheless, we optimized these parameters on
our training set to compare with other approaches that do leverage
such training data.

Data sets

We obtained our data sets through the NCBI dbGaP (Tryka et al.
2014) and the European Genome-Phenome Archive (EGA; https
://ega-archive.org) (Lappalainen et al. 2015). From dbGaP, we
downloaded the GTEx v8 muscle tissue expression
(phe000037.v1) and genotype (phg001219.vl) data sets (The
GTEx Consortium 2015) and the FUSION expression
(phe000033.v1) and imputed genotype (phg001194.v1) data sets
(Ghosh et al. 2000). We downloaded the HRC reference panel
from the EGA (EGAS00001001710) (The Haplotype Reference
Consortium 2016). Genotype samples in our data sets that were
not already phased were phased with the Michigan Imputation
Server (Das et al. 2016) using the Eagle2 software (Loh et al.
2016). Gene expression profiles are normalized with PEER factor
normalization using the default parameter setting (Stegle et al.
2012).

We included in our models all eQTL associations reported in
the GTEx data set that overlapped with the genotype data in
FUSION, which consisted of following: 47,322 eQTLs and 735
eGenes for Chromosome 19; 21,685 eQTLs and 254 eGenes for
Chromosome 20; 11,740 eQTLs and 118 eGenes for
Chromosome 21; 19,241 eQTLs and 264 eGenes for
Chromosome 22; and 99,988 eQTLs and 1011 eGenes for all
four chromosomes combined.

Software availability

Our Python implementations of DSM training and linking
algorithms and example data formats and scripts are provided
as Supplemental Code and are also available at GitHub
(https://github.com/shuvom-s/DSM).
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